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Agenda

*Distributed system security

* Introduction to Kerberos

* Kerberos Version 4 Authentication Protocol
*Operating systems using Kerberos



Distributed Systems
Security



D

istributed Systems

A distributed system: a collection of

computers linked via some network.

Characteristic: The components of the
distributed system may be under the
authority of different organizations, and
may be governed by different security
policies.

Example: The Internet



Security Issues in Distributed
Systems (1)

« Impersonation of user:

* A user may gain access to a particular
workstation and pretend to be another user
operating from that workstation.

« Impersonation of workstation:

* A user may alter the network address of a
workstation so that the requests sent from the
altered workstation appear to come from the
impersonated workstation.



Security Issues in Distributed
Systems (2)

* Replay attacks:

- A user may eavesdrop on exchanges and use a
replay attack to gain entrance to a server or to
disrupt operations.

- Conclusions:

- Inany of these cases, an unauthorized user may
be able to gain access to services and data that
he or she is not authorized to access.

- Consequently, user and service authentication
are necessary in distributed systems.



Security Services Required in
Distributed Systems

- User and service authentication
- Kerberos covered in this lecture
» Guarding the boundaries of internal

networks
- Firewalls (covered in this course)

» Access control to distributed objects
- Access control techniques (not covered)

* Availability
- Counter DoS techniques (not covered)



Kerberos Version 4
Authentication Protocol



Kerberos Version 4

Centralized network authentication service
Developed in the Project Athena in MIT

In Greek Mythology, Kerberos is the name
of the three headed guard dog of Hades
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Environment Addressed

* An open distributed environment in which

* Users at workstations wish to access services
on servers distributed throughout the
network.

* Servers can:

* restrict access to authorized users and
 authenticate requests for service.

» Workstations cannot be trusted to identify
its users correctly o network services.




Requirements for Kerberos

Secure: Opponent cannot impersonate a user
and the Kerberos service should not be a weak

link.

Reliable: Highly reliable Kerberos service to
ensure the availability of supported services of
application servers.

I.e., reliable user and service authentication service
Transparent : Users are only required to enter

a password once and don't know the
authentication.

Scalable: System can support a small or large
number of clients and servers.




Kerberos 4 Overview

* A basic third-party authentication scheme

+ Have an Authentication Server (AS)

- AS is responsible for identifying and
authenticating a user.

- AS is responsible for issuing an authentication
credential (ticket granting ticket TGT) to a user.

* Have a Ticket Granting Server (TGS)

- TGS is responsible for issuing service tickets fo a
user based on the user's TGT.



OnCe per
user logon
BESEI0N

1. User logs on 1o
sworkstation and
requests service on host

ticket *j%""’

2. A5 venlies user's access rightl in
database, creates lcket-granting teket
and session key. Resolts are encrypted
using key derived from wser's passwornd,

Kerberos

Authentication|
Server (ASN)

Ticket-
granling
server {TGS)

Vo \e

\_k\ﬂlllﬁ.'ﬂ." FI"L"F

Ly pe of service

J. Workstation prompts
user for password and
uses passwond o decrypt
imncoming message, then
sends ticket and
authenticator that
comlaing wser's name,
nedwork address, and

tme o TGS,

CHECL: peT
SOTVICE SOSS100

B Workstation sends
ticket and suthenticator -

I Senver.

4. TGS decrypts ket and
authenticator, venfies request,
then creates toeket for reguested

HOTVLT,

6. Server venlies that
ticket and authenticator
match, then grants access
fo service. 15 mutual
authenticalion s
required, server returms
an authenticalor.




Further Information

Only one symmetric cipher, i.e., DES, is used in
Version 4. In version 5, any cipher can be used.

Each client needs to share a secret key with the
AS only.

AS and TGS share a secret key for authentication.
Each server shares a secret key with the TGS.

ID, timestamp, network address are used for
authentication.



Two Authentication Ideas in Kerberos

e Protocol for user/sender authentication

A > E_k(ID_A|timestamp) 2 B
This protocol was discussed before

* Protocol for email service authentication

TGS - E_k(ID_C|AD_C|ID_V|Timestamp |Lifetime) = C

The encrypted date is the email ticket for C issued by the TGS.
Client C can use it for email service multiple times as long as it is
still valid

V is the email server

k is a secret key shared by the TGS and the email server V
AD_Cis C’s network address.

Timestamp | Lifetime = Period of validity



(a) Authentication Service Exchange: to obtain ticket-granting ticket

(1) C = AS: ID;|| IDgs | 15

(2) AS = C:  Ex [ Kegs || IDygs || TSz || Lifetime; | Ticketgs]

Tlﬂket[gq E[{_tnq [ KC JLgs || [DC || ADC || ]D[gg || TST’ || LIFEIIH1E2 ]

(b) Ticket-Granting Service Exchange: to obtain service-granting ticket

[(3) C = TGS: D, |[ Ticketygs || Authenticator
(4) TGS = C: Ekg s [ Ko || IDy || TS4 || Tickety ]

T]Cketl_gq E["Ltnrq [ KC Jdgs. | [DC || ADC || ]D[gg || TS'} || LIFE-IIHTEE ]
Tickety = EK,,_,[ Kev || IDe | ADc || IDy || TS4 || Lifetimey |
Authenticatore = EK toq [ 1D || AD¢ || TS3 ]

(¢) Client/Server Authentication Exchange: to obtain service

(5) C =¥/ : Tickety | Authenticator,
(6)V—=C: El‘lc,\; [ TSs+ 1] (for mutual authentication)

Tickety = Exy [ K¢,y || IDe || AD¢ || IDy || TS4 || Lifetimey ]
Authenticator, = Eﬁic,v [ ID. || AD. || TS5 ]
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Differences between
V4 and V5



Difference Between Version 4 & 5 (1)

* Environmental shortcomings

- Encryption system dependence

» Any encryption algorithms can be used in v5 but
only DES'is possible in v4

- Internet protocol dependence
* Only IP is possible — to use any internet protocol
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Difference Between Version 4 & 5 (2)

* Environmental shortcomings
- Ticket Lifetime
» 1280 minutes (maximum time) —
any length of time
- Authentication Forwarding

* V4 does not allow credentials issued to one client
to be forwarded to some other host and used by
some other client. V5 provides this capability.
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Difference Between Version 4 & 5 (3)

- Technical deficiencies

- Double encryption in V4.

- PCBC encryption (a new mode of operation)
* Invb, Standard CBC is used
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Authentication with
Kerberos in Operating
Systems



Kerberos in Operating Systems

Tt is used in some Windows operating systems

It is used in the following Unix-like operating
systems:
* FreeBSD, Apple’'s Mac OS X, Red Hat Enterprise

Linux, Oracle's Solaris, IBM's AIX and Z/0S, HP's
HP-UX and OpenVMS

Tt is used for Kerberos authentication of users
or services.



Comments on a distributed system
with Kerberos authentication

*+ The system is a Single Sign-On system

* When a user signs onto any workstation,
he/she signs into the whole domain.

- It gives a simple administration.

- For instance, each user has only one user
account within the HKUST domain.

- It provides good user productivity.

- For instance, only when a user signs into the
HKUST domain, he/she inputs his/her
password once, and does not need to retype
the password for requesting many services
later.



	Slide 1: Kerberos for Distributed Systems Security
	Slide 2: Agenda 
	Slide 3: Distributed Systems Security
	Slide 4: Distributed Systems
	Slide 5: Security Issues in Distributed Systems (1) 
	Slide 6: Security Issues in Distributed Systems (2) 
	Slide 7: Security Services Required in Distributed Systems
	Slide 8: Kerberos Version 4 Authentication Protocol
	Slide 9: Kerberos Version 4
	Slide 10: Environment Addressed 
	Slide 11: Requirements for Kerberos
	Slide 12: Kerberos 4 Overview
	Slide 13
	Slide 14
	Slide 15
	Slide 17: Version 4 Authentication Dialogue Overview
	Slide 21
	Slide 22
	Slide 23
	Slide 24
	Slide 25
	Slide 26
	Slide 27: Comments on a distributed system  with Kerberos authentication

