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Abstract—Gradient-based routing using Bloom filters is an meet the requirements of some delay-constrained networks
effective mechanism to enable data-driven queries in mukhop  [17].

networks. A node compressively describes its data items as a Kumar et al. improve the previous mechanisms by proposing

Bloom filter, which is then diffused away to the other nodes dient-based i hani ina Bl filfers. 18
with information decay. The Bloom filters form an information a gradient-based routing mechanism using Bloom filiers. [18]

potential that eventually navigates queries to the sourceade by The basic idea is to exponentially decay the information in
ascending the potential field. The existing designs of Bloofiiters, each Bloom filter while propagating it within the given range
however, have critical limitations with respect to the feaility of  Meanwhile, in a routing entry, a link is associated with the
gradient-based routing. The compressed routing entries ggear hinn of all received Bloom filters through it. Note that

to be noisy. Noise in unrelated routing entries is very likeg} to h fi trv d t tain th let bershi
equal to even outweigh information in right routing entries, thus €ach routing entry does not contain the compiete membership

blinding a query to its desired destination. This work addresses information of any item. Hence, a query is sent via the link
the root cause of the mismatch between the idea and the pracél whose associated routing entry has the maximum amount of
performance of gradient-based routing using Bloom filters.We  jnformation of the queried item. Such a mechanism signifi-
first investigate the impact of decaying model on the effecteness cantly saves storage space and shortens the delay of angweri

of routing entries, and then evaluate the negative impact ofoise X Li et al th imil h 1191 A
on routing decisions. Based on such analytical results, weedve a query. X. Li et al. propose another similar schemée [19].

the necessary and sufficient condition of feasible gradiertased ~Bloom filter is propagated without any loss within the fikst
routing using Bloom filters. Accordingly, we propose a receier- hops from the source, while decays exponentially or linearl
oriented design of Bloom filters, calledWader, which satisfies qgutside theho-hops from the source.

the above condition. The evaluation results demonstrate tt

Wader guarantees the correctness and efficiency of gradient-bage

routing with high probability. A. Motivation and Contributions
For a gradient-based routﬁhgnechanism, each node as a
I. INTRODUCTION source creates an information gradient in a potential field.

Bloom filter (bf) is often deemed as a suitable tool to aidlints about all data on a source are stored in routing entfies
information discovery and navigation in multi-hop netwsrksome nodes, and can be utilized to guide queries to the source
with intensive load of query processing. Many recent prafsos Thus the information gradients enable efficient decision of
employ Bloom filters[[1], [2] to realize data-driven routiing routing by ascending the potential field. Ideally, any query
overlay networks[[3],T4],15],I8], wireless sensor netksr Will be forwarded to desired destination once it enters the
[7], ad hoc networks[[8],/[9],[110],[[11],[112], and mesh netPropagation region of the source. In practice, howeveemiv
works [13]. The common idea among them is that each nod@ejuery for a data item at a remote source node, we find that
uses a Bloom filter to describe the membership information Bpisél in unrelated routing entries is very likely to outweigh
its data items, i.e. whether an item is stored at the node tor nformation of the queried item in right routing entries. As
Every node then broadcasts its Bloom filter to nodes withiigsult, gradient-based routing is blinded to the right iraut
its propagation rangee.g.h hops. Each link, associated withdecisions and has to forward the queries in a flooding-like
all the received Bloom filters through it, is maintained as @anner. Sometimes it even fails to route queries to the etésir
routing entry. If a node needs to route a query to a destinatigestinations, due to prohibitively high traffic cost.
residing withinh hops away, it forwards the query over the In this paper, we address the root cause of the mismatch
link, which has at least one associated Bloom filter to satispetween the ideal and the practical performance of gradient
the query. based routing using Bloom filters, and explore approaches to

With respect to the probability of successful routingguarantee the routing feasibility and efficiency. This balty
Bloom filter based routing outperforms those stateless- roivolves the followingtwo criterion. First, once a query enters
ing schemes, such as floodirig [14] and random walk [18he potential field of a desired destination, the amount of
however, at the costs of large memory space to store Blodafiormation in right routing entries on the intermediatedae
filters and long delay to scan through the Bloom filters for a

routing decision. These two problems become severe when th&©" €ase of presentation, we use the term gradient-basdihgoto
represent "gradient-based routing using Bloom filters'hia test of this paper.

average node degree gets higher ancpilepagation rangedf 2t 5 node 1 does not receive a decaying Bloom filter from the source
Bloom filters increases. For example, in resource-comsdrhi node ofz through link L, L is called a link onV that is unrelated tae.

contexts such as wireless sensor netwarks [16] many Blodffnnoiseon L is defined as the amount of membership information in the
’ .corresponding routing entry d, namely the number 1's among the k bits of

filter based mechanisms suffer poor efficiency and scabiligfaggress(x) in the Bloom filter. Please refer to Sectionoft the definition
The delay of routing decisions is relative long, which cannef Bfaddress(x).



should keep increasing as the query are forwarded toward#\nother related research work revolves around the weak
the destination. This criterion ensures that each nodeshoktate routing using decaying Bloom filter, which has been
an information gradient in a certain potential field. Seconfirst coined in [10], [12], where it has been used to perform
it should be guaranteed with high probability that noise irouting in large scale and dynamic mobile ad-hoc networks.
unrelated routing entries does not exceed the informatidhe weak state routing and gradient-based routing have the
strength of the queried item in right routing entries. Ttsgt icommon idea, however, are different in the implementation
each node should appropriately suppress the strength ¢ nanethodologies and application scenarios.
at its out-going links so that it can clearly distinguishhtigut-
going links from other interfering ones. In this way, a quer§. Organization of Paper
can be navigated by ascending the potential field along desing The rest of this paper is organized as follows. In Section
path. Bearing these points in mind, we propose the desffinwe briefly introduce Bloom filters, and analyze the effect
of receiver-oriented decaying Bloom filters for gradieatéd of decaying models in gradient-based routing. Moreover, we
routing. Our contributions are summarized as follows. examine the impact of noise on routing decisions. In Section
1) To the best of our knowledge, we are the first tHl] we derive the necessary and sufficient condition which
disclose the fact that the existing gradient-based routiegisures a feasible gradient-based routing mechanism using
mechanisms deteriorate to a flooding-like mechanisBloom filters, and then propose the desigrviédider Section
and even fail to route queries to the desired destinatiofi¥] presents the performance evaluation results. We coeclud
We then derive two criterion to ensure the feasibility othis work in SectionL V.
gradient-based routing.
2) With regard to gradient-based routing under a general Il. QUANTITATIVE ANALYSIS OF GRADIENT-BASED
decaying model, we analyze the strength of useful ROUTING USING BLOOM FILTERS
information in right routing entry and that of noise in We first analyze gradient-based routing under a general
unrelated routing entries. The results show that the exi§tecaying model of Bloom filters. We then measure the strength
ing gradient_based routing mechanisms Satisfy the f|@t useful information in right routing entries and that of
design criterion under an appropriate constraint, Whn@mse in those unrelated routing entries. By mathematical
have critical limitations to meet the second criterion. analysis and simulations, we find that the existing graeient
3) Based on such analytical results, we examine the ne@@sed routing mechanisms can satisfy the first criterioreund
tive impact of noise on one-hop routing decisions. We reasonable constraint, while have critical limitationsrteet
accordingly derive the necessary and sufficient conditidRe second criterion. As a result, the information poténtia
of the second design criterion, which guarantees t#@rmed by each Bloom filter is very smooth, and hence, fails
feasibility of gradient-based multi-hop routing. Thus w0 navigate queries by ascending the potential field. Table |
propose a novel design of Bloom filters for the existists the symbols and notations used in the rest of this paper
ing gradient-based routing mechanisms, caN@dder o ]
Our simulations demonstrate thataderguarantees the A- Préliminaries of Bloom filters
routing feasibility with high probability. A set X of n items is represented by a Bloom filter using
a vector of m bits which are initially set to0. A Bloom
filter usesk independent hash functiod®;, R, - - - , Ry, with
B. Related Work a range{1,...,m}. When inserting an itemx to X, all bits
Information-guided routing has widely studied as a scalabyf Bfaddress(z) (consisted ofR;(z) for 1 < i < k) will be
approach for settings with high query frequency in ad hoc ardt to1. To answer a membership query for any itefusers
wireless sensor networks [20]. [21], [22]. [23], [24]. [28]ost  check whether all bitsR;(x) are set tol. If not, = is not a
of these gradient-based approaches use the natural giadfenmember of X. If yes, we assume that is a member ofX,
physical phenomena due to the fact that the spatial disivibu although we might be wrong in some cases. Hence, a Bloom
of many physical quantities follows a natural diffusion lawilter may yield afalse positivewhich suggests that the item
[20], [21], [22], [23]. However, these approaches becomedis in X even though it is not. A false positive is due to hash
random walk since the gradients imposed by natural laws exgsllisions, in which all bits ofB faddress(x) were set tol
local extreme or large plateau regions. Inl[26], the sensgy other items inX [d].
readings are categorized into a set of high-level events. Fo et p, be the probability that a random bit of a Bloom filter
any event detected by a random sensor, a potential field wighy, and letn be the number of items that have been added
harmonic functions is built such that greedy routing wite thto the Bloom filter, thempy = (1 — 1/m)"** ~ e="*k/™ as
potential is guaranteed to reach the source. A similar @mro , x k bits are randomly selected, with probabilitym in the
builds a potential field with harmonic functions to guide thgrocess of adding each item. Now we test membership of an
movement of mobile nodes, so as to achieve sweep coveragi@nentz; ¢ X. Each ofk bits of B faddress(x;) is 1 with
in wireless sensor networks [27]. The approaches in [26],[2 a probability as above. The probability of all éfbits being
however, are not suitable for data-centric routing whereheal, which would cause a false positive, is then
node holds large number of raw data not only several high- B ko —kxn/myk
level events. In contrast, gradient-based routing usirgpii f=0-p)=(1-e )"
filter focuses on this type of network applications. The minimum value off is achieved wheik = | (m/n)1In2].



TABLE |
SYMBOLS AND NOTATIONS

The value ofé(xz,bf) equals tok for Vo € X. There
are two models to reducé(x,bf) by decaying thebf. In

Term Definition exponentiaimodel, if a bit in B faddress(z) is 1, it remains
% a set represented byt 1 at a constant probability/d during each round of decay.
m number of counters of &f In linear model, number ofd random bits which are 1 in
" ﬁi:ﬂg‘g'% ?];:hsl?l}nctions used by Bfaddress(z) become 0 during each decay. An approximate
Bfaddress(x)  bits of hy(z) for 1 < i < k met?cl))d Eio implem_ent the Iin_ear decaying model is that number
¥ false positive probability of & of [2&124] pits which are 1 in théf are set to 0 during each
d decay factor o round of decay. Note that is a decay factorin both models
h decay range (transmission range) obja di it | b
c average node degree in an irregular network or ~ @Nd IS & positive real number.

the node degree in a regular network Definition 2: Let Decay(bf, h, ho, h1,model,d) denote a
g{b £ 2 lj’é: ggf‘g]fegtg‘s’g‘t i*c‘)&lthl r;??”d decay of &f general decaying model oftgf which is propagated to nodes
G(x,zbﬁ) amount of information irbfiz forze X within A hOpS from_ th_e SOUI'(-:e whete< h S ho+hi. Thebf
|link;| number ofbfs a node receives througink; does not decay within the firgty-hops, while decays outside
bf(link;) union of |link;| decaybfs throughlink; _ ; ; ;
bfi(lmkg]_) bf(linky) at 4 ode esening /. throuéhzmk]- the ho-hops by using the aforementioned decaying models,

O(x, bf;(link;))
EZ .

ro ’

T1

Y

o

amount of information irbf; (link;) for x € X

a bit is set toi after throwingz balls into abf
fraction of bits set to zero in &f

fraction of bits set to one in &af

noise strength about € X at unrelated links
minimum probability of a valid multi-hop routing

B. Network model and decaying models of Bloom filters

whereh; is an upper bound on the hops in the second stage
[19].

Definition 3: Let bf; denote a new Bloom filter resulted
from the ith round decay of a&f wherel < i < h. bf;
remainsé(bf;) bits set to 1. If themodelis exponentiglthen

: 2
’7%{1)]7 ho <i < ho+h @

For ease of presentation, we use a regular graph to modéf g1e modelis linear, then
multi-hop network. Letc denote the number of neighbors in o(bf),
a regular network or the average node degree in an irregularg(bfi): 9(%4){%], ho < i < ho + hy 3)
network. Although the analytical results presented in plaiger 0 O(bfir) < 0(bf)d
assume the network is regular, the basic ideas and method- ’ ‘ k
ologies also apply to other irregular networks after mirima According to Definitior 2, a Bloom filter a node produces
modifications, as discussed in Sectioi1ll-D. As mentiormed Fan be received bf;=c(c—1)"~" nodes in the round, and a
Section 1, a locabf at a random node should be diffused térode should also receivk Bloom filters in theiri round due
a few nodes in order to establish an information potentiaf thto the symmetry. Thus, each node can receive(c—1)"""
eventually navigates queries to the source node. The num@egaying Bloom filters in theié round via any linklink;.
of bits set to 1 in the f decreases with the distance from thdhe received Bloom filters by nodd are recorded asf;
source. We enforce each loddi to travel isolated from origin Where1l < i < h and1 <[ < (c—1)""'. Thus, the number
to nodes within its propagation region and is not mergedgloff decaying Bloom filters a node can receive from the whole
the way with other filters. This effort is the precondition tystem througtiink; is denoted aglink;|, and
conquer the duplicate decayed versions ff which reduces , h i
the accuracy of the gradient-based routing. Thus, if a rando |link;| = Zizl(c_l) :
node receives many decayed versions pfia each neighbor,  As mentioned in[[28], the union of homogeneous Bloom
it should only keep one of the filters, which travel the leagjters can be realized by a logical operation between their
number of nodes. bit vectors. Thus, the union dfink;| decaying Bloom filters
An accurate decaying model of Bloom filters is the domegyits in a joint Bloom filter f(link;) for a link link; of
inating factor which affects the correctness and efficiengyhde A. The bf (link,) acts as a probabilistic summary of all
of the gradient-based routing mechanisms. In this paper, Wems which are reachable from nodealong a routing path
concentrate our study on the scenario that all nodes empigyat mostk hops, and is given by
a homogeneous decaying model. The scenario with heteroge-
neous decaying model is out of the scope of this paper.
Definition 1: Given a setX with n items and its Bloom
filter bf, 8(x,bf) denotes the amount of informationbif for
Vz € X, that is the number of bits being 1 Bfaddress(x).

1< ho

(e—1)"1

bf(link;)) = U;Ul:1 bfl. 4)

Lemma 1:The number of bits set to 1 in arbyf (link;) of
each node is given by

Let (bf) denote the expectation of the number of bits set to 0(bf (link;)) = m(1 — (1 — 1/m)5(zmkj)) (5)

1in thebf, and equals ten multiply the probabilityp; that a ! ’

random bit in thebf is set to 1. They; is 1 — (1 —1/m)*k*",  where . (o)1

and hence B(link;) = Z,-_l Zl_l o(bfl). (6)
o(bf) mx (1= (1—1/m)™") (1) Proof: Recall that|link;| decaying Bloom filters re-

mx (1— e*’”"/m) ceived by a node throughink; will be merged to construct



bfi(link;). During the union processj(link;) balls are Fig[l plots an illustrative example of the propagation difa
dropped intom bits of bf(link;) randomly, i.e., the location from node A. The color of propagation field becomes light
of each ball is independently and uniformly chosen from from deep as the decay range increases. This result indicate
possibilities. 3(link;) denotes the total number of bits beinghat the number of membership informationofe X in bf

1 in those|link;| decaying Bloom filters. Letp, denote reduces during the decay transmissiorb ff

the probability that a random bit ibf(link;) is O after Practically, a node receivingif; through a linklink; also
dropping all3(link;) balls. Clearlypo=(1—1/m)?i"ki) Let collects other|link;|—1 decaying Bloom filters through the
p1 denote the probability that a random bitlifi(link;) is set same link. As shown in Figll, nodE receives a decaying

to 1. Thus,p;=1—pg. Therefore the number of bits set to 1 inBloom filer from nodesA, B, andC through the same link

bf (link;) is given byd(bf (link;))=m(1—(1—1/m)PUinki),
Thus proved. ]

C—E. Thus, the metrid(z, bf;) fails to support a gradient-

based routing mechanism since each node uses the union

of all received Bloom filters through a link as a correlated

C. Quantification of membership information in right rougin fUting entry. To address this issue, we propose a metric

entries

Before examining whether the first criterion can be satisfie
we measure the strength of membership information after

propagating each Bloom filter within the given range.
In general,f(z,bf)=k where an element is represented

by abf. A general decaying model is possibly an exponenti

or linear decaying model. For these two types of models,
respectively measure the metf¢z, bf;), which denotes the
amount of membership information ofin a decaying Bloom

filter b f;. Formula[T) and Lemmia 2 examine that metric fofhe probability of 2

the linear and exponential decaying models, respectively.

For the linear decaying model, we can derive the following

result based on its definition.

. G(IC, bf) - k’
0(z,bf;) = { 0(z,bf) — d(i — ho),

1< hg
ho <i<ho+h
(7)

For the exponential decaying model, we can draw the

following conclusion based on its definition.
Lemma 2:If i < hg, 6(x,bf;) equals tok becauseé f;=bf.

Otherwise f(x, bf;) is a discrete random variable, denoted &y in, Bfaddress

U;. Its possible values are integers ranging from G:tdl'he
probability mass function ot/; is
(kfa) (G(bf)ﬁ(g(i))fi)kfk+a)
(9 0(bf) ) ’
(bf)—0(bfi)
whered(bf;) is given by Formulal{2).

Proof: Assumea represents the possible value of,
and is an integer ranging from O tb. Let U,=a mean
that the amount of bits being 1 in thBfaddress(z) is a.
After ¢ rounds of decay obf, the number of(bf)—0(bf;)
bits being 1 inbf are reset to0 in bf;. The number of
possibilities that outcoméf; is (g(bf")(_bgzbf%)). The number
of possibilities that jusk—a bits in Bfaddress%x) are reset
to 0 during thei rounds of decay i, * ) (G(bf)‘ié’é)f:)kikﬂ).
Then the probability thaf(x,bf;) = a is given by Formula
(8). Therefore, Lemm@al2 holds. [ |

Corollary 1: If hg < i < hg + h1, the expectation ot/;
can be calculated by

P(U; = a) = ®

k .
EU;| = ZH ax PU; =a)=k/d .

If the decay range exceedsh, 6(z, bf;) under the linear
decaying model and the expectation &(fz,bf;) under the

exponential decaying model decrease with the increasing

0(x,bf;(link;)) which denotes the amount of informationzof
in a routing entryb f; (link;) at the node receivingf; through
wnk; wherel < j <c.
Before measuring the metric in Lemnids 3 &md 4, we first
define two events used frequently in the rest of this paper.
aiven any bit in an empty Bloom filter, an eveAt, means

at the bit is set ta after throwingz balls into the Bloom

Witer. The probability of EZ, can be calculated by

P(BZy) = (1—1/m)"

1 IS given by

P(Ei1) =1- P(Eio)-

Lemma 3:In the context of exponential decaying model,
the metric 6(x,bf;(link;)) is a discrete random variable,
denoted ag/;. Its possible values are integers ranging from
0 to k. The probability mass function df; is

Pr(Vi=v) = Z::O Pr(U;=a) - Pr(W;=v — a|U;=a). (9)

Proof: In bf;, let us consider an evefifz, bf;)=a thata
(x) are set to 1 while othét—a bits are set
to 0, where) < a < k. The probability of this event is given by
Formula [8). To achievéf;(link;), other|link;| —1 decaying
Bloom filters merge withh f; based on the union operation of
Bloom filters. In other words, the number aflink;) balls
are thrown intobf; randomly, wherea(link;)=0(link;) —
6(bf;). Let us consider another event tidgt:, b f;)=a and there
existsb bits in B faddress which are 0 inbf; but are hit after
throwing a(link;) balls intobf;, where0 < b < k —a. The
probability of this event is denoted &(W;=b|U;=a), and is

(k’ ; G)P(Ei(llinkj))b ) P(Ei(olinkj))k_a_b.

Assumew represents the possible value &f, and is an
integer ranging from 0 t&. An eventV; = v means that the
amount of bits set to 1 iB faddress(z) of bf;(link;) is v.
The probability of this event is given by Formuf@ (9). Thus
proved. ]

Lemma 4:In the context of linear decaying model, the
metricd(x, bf;(link;)) is a discrete random variable, denoted
asV;. Its possible values are integers ranging from @.tdhe
probability mass function o¥; is

k—0(x,bf;) a(link; )\ v—0(z.bf;) o(link; )\ k—v
-P(E J ’ -P(E 7 .
UG(:C,bfi)) ( =1 ) ( =0 )

(10)



u, IS an integer ranging from 0 té. The probability mass
— *\\ function of Y is defined as

k .
\ PY =u)= ( )7“1 rg_“. (11)
:‘ U
/ Corollary 2: The expectation ot” can be calculated by
k
o ElY| = x P(Y =u).
Y=Y uxP(Y =u)
(a) Valid gradient-based routing. (b) Invalid gradient-based routing.
Fig. 1. lllustrative examples of gradient-based routing. E. Examinations of the two criterion

In this section, we show that the existing gradient-based
routing mechanisms satisfy the first criterion under a reaso
able constraint, while have critical limitations to meee th
second criterion. Those gradient-based routing mechanism
se the traditional designs of Bloom filters, as discussed in
ectior1I-C.

According tothe first criterionmentioned in Sectiofl I, a
feasible mechanism of gradient-based routing should ensur
that the value off(x,bf;(link;)) increases together with
0(x,bf;) wheni decreases. As shown in Fig.1(a), the value of
0(x,bf;(link;)) should increase along a paffC—B—A.

(k: — H(x,bfi)) .P(Ea(linkj))a . P(Ea(lmk ))k 0(z,bf;)—a  Such a criterion essentially determines the feasibilitythaf

a =1 =0 gradient-based routing mechanism using Bloom filters. The
metric is a function ofi and a(link;), but not a monotonic
decreasing function afbecausex(link;) is a discrete random
variable with uncertain distribution. Under Lemnid$ B, 4d an

a reasonable constraint gt{iink;), we may derive Theorem
[I to show that thdirst criterion of gradient-based routing can
be satisfied.

Theorem 1:Given an itemx represented by af, consider
two nodes receivingf; andbf;;1 throughlink; and lmk:]
o _ _ _ respectively. The expectation 6z, bf;(link;)) decreases as
D. Quantification of noise on unrelated routing entries the value ofi increases if3(link;) ~ B(link;) andhg < i <

Before examining whether the second criterion can e+ hi, irrespective the exponential or linear decaying model.
satisfied, we measure the strength of noise in unrelatethmput Proof: After ¢ rounds of decay,f becomes a new version
entries at any node for an arbitrary query. bf;, the number of membership information of becomes

For the gradient-based routing mechanism, a node receivii(g;, b f;) from 6(z,bf;), andf(z,bf)—6(x, bf;) bits being 1
a query for an itenx selectdink; so thatbf;(link;) contains in bf are reset to 0 irbf;. For the linear decaying model,
the largest amount of membership informationaofamong Formula [T) shows that the value of metfige, bf;) decreases
all the filters. In other words, the node receivibf through as the decay hopincreases. To construaf;(link;), number
link; will send the query ovefink; if x belongs to a set of a(link;) balls are thrown into then bits of bf;. The
represented by f;. Meanwhile, thenoiseat other links do not probability that any bit in then bits is hit by at least one
affect the decision of routing and thus can be neglected. Ithall is 1 — (1 — 1/m)®("ki), Therefore, the number of bits
the second criteriomentioned in Sectiof . Before examiningwhich belongs to thosé(xz,bf)—6(x,bf;) bits and are hit is
whether the second criterion can be satisfied, we should first B (link;)
measure the strength of noise at any unrelated links for any /1= (0(z,0f) = 0, 0f3)) - (1=(1=1/m)*" )

Proof: In bf;, 6(x,bf;) bits in Bfaddress(x) remain
1 and otherk—6(z,bf;) bits are reset to 0. The value of
O(x,bf;) is given by Formulal{[7). According to the definition
of bf;(link;), number ofa(link;) balls will be thrown into
them bits of bf; randomly during the construction process o
bfi(link;), wherea(link;) = B(link;) —6(bf;). The number
of bits in Bfaddress(xz) which are set to 0 irbf; but are
hit at least once after throwing(link;) balls intobf; is a
discrete random variable, denoted @s. Its possible values
range from0 to k — 6(x, bf;). The probability thal); = a is

The bits being 1 inBfaddress(z) of bf;(link;) includes
those bits being 1 i f; and other bits set to 1 after throwing
a(link;) balls intobf;. Therefore, the number of this kind of
bits is a discrete random variable, denotedvaslts possible
values range from#(x,bf;) to k. The probability thatV;=v
is equivalent to the probability thap;=v—60(x,bf;), and is
given by Formula[(10). Thus proved.

queries. Actually, the number of; bits and remainder bits being 1 in
Given an itemz represented by &f and a nodel receiving  prqddress(z) of bf; represent the membership information

bf; through its link link;, let 6(z, bfz(lznk )) denote the of z in bf;(link,). Hence, we can infer that

amount of information ofr in a routing entrybf,(lmk: ) a .

another Imklznk] Given any Bloom filter, we use; andr; E(z,bfi(link;)) = 0(z, bfi)+ _

to denote the fraction of bits set to zero and one in it, and use (0(2,bf) — 0(x,bf:)) - (1 — (1 — 1/m)>inks)) (12)

them as the probability that any one bit is set to zero and one, ) o

respectively. If noded did not receive a decayed versionigf Note thata(link;) = Bllink;)—0(bf;) and a(link;) =

through the linklink;, 6(x, bf;(link;)) denotes the strength B(link;)—0(bfi11). The difference betweerd(bf;) and

of noise on the information af at that link, and is a discrete 6(bf;+1) is trivial by comparing tog(link;) or p(link;).

random variable, denoted a& Its possible value, denoted asTherefore the componerit — (1 — 1/m)*("ki) in Formula



16 ‘ ‘ ‘ the feasibility of gradient-based multi-hop routing. Wethher

14\9\9\9\( proposeéWNader a novel design of Bloom filters, to satisfy this
condition. We also improve the adaptivity @faderin regular

12 8l as well as irregular networks and address redundant queries

i) caused by the gradient-based routing mechanism.
¥ Noise

,35
@

@ A
@
&

e()(x,bﬂ(\ink))
Be(x,bf‘)
Noise

=}

Expected value
Expected value

\S\ﬂ A. Impact of noise on routing decisions

g 2 3 ! 5 2 3 ] 5 Recall thatV;=6(z,bf;(link;)) denotes the amount of
Decay hops Decay hops . . . . ! . .
@ © information ofz in right routing linklink; at nodeA and is a
a) The existing gradient-based rout The gradient-based routing based ongq; : P 1
mechanisms, wherex=2000, k=14, andVader , wheren=60000 and k=16. dlsgrete randon_w variable whose pOSSIbIe \,l?'lue’ denOtedl_aS
£=0.0001. an integer ranging from to k. The probability mass function
_ . _ of V; is given by Formulag{9) an@{110) for the exponential and
Fig. 2. The expected values 6fx, bf;(link)), 0(x, bf:), and noise, where |inaar decaying models, respectively. In additian,denotes
n=100, k=16, d=1.2, and h=>5. o _
) the strength of noise in other unrelated routing Inliiqskg. at
(12) becomes a constant factor sirittéink;) ~ B(Zink:j), and nodeA and is a discrete random variable whose possible value,
can be denoted as<g<1. Formula[I2) can be expressed adenoted as, is an integer ranging fromito k. The probability
. mass function ol is given by Formula[(11). Before a query
E(6(z,bf;(link;))) = (1 — O(x,bf; O(xz,bf). ) o
(0, bfilink;))) = (1= g) x 0(x,bf:) + g x O(x,bf) for an itemx enters the decay range of a destination node,
Itis clear thatE (6 (x, bf;(link;))) andf(z,bf;) are mono- a routing decision is made randomly. As shown in [Big.1,
tonic decreasing functions afif hy < i < hg + hy. Thus, all routing decisions along a pathi —H—+G—F are made
Theorem[L holds in the case of the linear decaying modedndomly. Otherwise, a routing decision is made according t
For the exponential decaying model, we first achieve thke following strategies.

expectation ob(z, bf;) according to Corollarf/l1, and replace 1) The value ofu is less tharw for any unrelated routing

0(z,bf;) with E(0(x,bf;)) in Formula [I2). For the same  ~ jink Iink’, so that noded can distinguishiink; from
reason, Theorerml 1 also holds for the exponential decaying others and forward the query farthroughlink;. This
model. Thus proved. _ o is called anunicast strategy of gradient-based routing.

We further conduct simulations to evaluate the two critgrio For example, a query towards nodss only forwarded
especially the second one, in the following two scenaribs T to nodeC' by nodeE, as shown in Fif.1(R).

simulations use the same configuration as that in SeCfion IV.2) The value ofu is equal tov for some unrelated routing

In the scenario of existing gradient-based routing mecha-  |inks, however, is less thanfor others. In this condition,
nisms, the configuration of Bloom filter is defined in Section nodeA cannot distinguistiink; from other linkslink’
[V-El We can see from Fig.2(a) that the expected value of  \yhere y=v, and hence forwards the query through
0(x, bfi(link;)) is very close to that of noise and decreases i, and such links together. This is calledrailticast
slowly as the decay hop increases. The root case is presented  strategy of gradient-based routing. For example, a query
in Sections[TI-C and_IV-E. Consequently, the information  towards to noded is forwarded to node3 as well as
potential formed by each Bloom filter is very smooth, and  node p by nodeC, as shown in Fig.1(h).

hence, cannot navigate queries by ascending the potentiady The value ofu is larger than for a link or links except

field. Finally, the gradient-based routing is blinded to tiggat link;. The strength of noise about at such links is

routing decisions and has to forward the queries in a floeding  pigher than the strength of information abatt link;.

like manner. _ Therefore, the query will be wrongly forwarded to a link
We address the root cause of the above mismatch between o, |inks exceptlink;. This is called arinvalid strategy

the idea and the practical performance of gradient-basatd ro of gradient-based routing. For example, a query towards

ing by proposing wader, a receiver-oriented design of Bloom 4 hodeA is wrongly forwarded to nod® by nodeC,
filters in the next section. In the scenario of wader,[Figl2(b 55 shown in Fig-I(h).

shows that the expected valueddt:, bf;(link;)) decreases as

. L We will prove the probability of each aforementioned de-
the decay hop increases, whereas always significantly lOlJtIO(:e|sion in theory once a query enters the propagation field of
forms that of noise. Consequently, the information pognti y quetry propag

: . .~a destination. Note that each node halinks averagely and
formed by each Bloom filter works well to navigate queries . : . ) ) .
ach is associated with a Bloom filter as its routing entry.

by ascending the potential field. This demonstrates thateWag Theorem 2:A node forwards a query for an item using

guarantees the correctness and efficiency of the gradasseb . e . .
. . . the unicaststrategy if it receive$ f; from a destination of the
routing. The next section presents the details of Wader. . : .
guery. The probability of this event is

v— c—2
I11. FEASIBILITY OF GRADIENT-BASED RO.UTING . funicast(Vi):Zk_ P(V,-:v)-(z _1 P(Y:u)) . (13)
Based on the above measurements, we first examine the v=1 u=0
impact of noise on one-hop routing decisions of gradient- Proof: Recall that the information of in the Bloom filter
based routing mechanism. We then derive the necessary asdociated witthink; through which current node receivief
sufficient condition of thesecond criterionwhich guarantees is a discrete random variable, denotedlas Its probability



mass function has been given by Formulgs (9) dnd (1@puting mechanism. In this strategy, a query for an item
depending on the decaying model. For any possible valoke x is only biased at an intermediate node which receives a
V; where0 < v < k, consider an event that the information oflecaying Bloom filter from the destination and is closer to
z in the Bloom filter associated with another link is less thathe destination than current node. The benefit of uh&ast
v. The probability of this event is given bzz;é P(Y=u). strategy is that it can ensure the correctness of routingeetse
Further, we consider an event that the informatiorrafi the does not produce redundant queries (forwarding a query to
Bloom filter associated with each link excefp:k; and the additional intermediate nodes). Thaulticastis another valid
link the query came from is less thanThe probability of this gradient-based routing mechanism at the cost of sending a
event is given by(zz;é P(Y = u))¢~2. Thus, the probability query to some neighbors which do not receive a decaying
that the query is forwarded using the unicast strategy can Bwom filter from the destination. A gradient-based routing
calculated by Formuld (13). Thus proved. B decision isvalid if it ensures arunicastor amulticastrouting
Theorem 3:A node forwards a query for an item using decision by preventing ainvalid decision at nodes which
the multicast strategy if it received f; from the destination. reside within the decay range of the destination.
The probability of this event is Note that the gradient-based routing using Bloom filters is
. essentially a probabilistic routing. Thus, it is impossilaind
Fmutticast (Vi) = foatia(Vi) = Funicast(Va)- - (A4) 0030 need to achieve an absolutely valid routing decis
Proof: Recall that the information of in the Bloom filter for each query. What we need is a valid gradient-based mutin
associated wittink; through which current node receiviefy  decision for any query with high probability. For any query,
from the destination is a discrete random variable, denatedwe can infer from Theorein 3 that the node which receivgd
V;. Its probability mass function has been given by Formuldsom the destination of the query can make a valid gradient-
(@ and [1D), depending on the decaying model. For aitwased routing decision with probability,.;;4(V;), and an
possible valuev of V; where0 < v < k, consider an event unicast routing decision with probabilitf,,icast(V;).
that the information ofr in the Bloom filter associated with  So far, we consider the valid gradient-based routing deisi
another link is less than or equal to The probability of this in the scenario of one hop transmission of queries. In pegcti
event is given by)~" _ P(Y=u). Further, let us consider anonly potential destinations of a very few queries residetuwe
event that the information of in the Bloom filter associated away from the sources of queries. Thus, we consider a general
with each link exceptink; and the link the query came fromscenario in which a query traverses multiple intermediate
is less than or equal te. The probability of this event is given nodes along a multi-hop path before it reaches its destinati
by (3. _, P(Y=u))“ 2. Thus, the probability that the queryin this scenario, a query can be sent to its destination vigth h
can be forwarded successfully using the unicast or mutticggobability only if each intermediate node achieves a valid
strategy can be calculated by routing decision for the query with high probability.
k v c—2 Definition 4: (Gradient-based routing for multi-hop
Foatia(Vi)= Z,Uzl P(Vi=v) - (ZuzO P(Y=“>) - (15)  queries) Given a multi-hop query, &alid routing can ensure

The probability that the query is forwarded using the urticad'at the query is sent to its destination by a sequenceiud

strategy has been given by Formulal(13). Therefore, we Jdguting decisions made at intermediate nodes once it etfiters
infer that the probability of the event defined in this theore 9€CY range of its destination. Amicastrouting for the query

is the difference between Formul&s](15) and (13), that iergivrequires all unicast routing decisions at intermediateasodn
by FormulaT#. Thus proved. ’ m [nvalid routing for the query means that the routing decision at

Theorem 4:A node forwards a query for an item using 20y intermediate node is invalid. Figuies 1(a) and]1(b) alot
theinvalid strategy if it receives f; from the destination. The Valid and an invalid routing for a multi-hop query, respeely.

probability of this event is Let o denote a lower bound, depending on applications, on
the probability that each query is sent to its destinatioraby
finvatia(Vi) = 1 = foatia(Vi)- (16)  valid routing mechanism. According to Theorelms 2 Ehd 3, we

Proof: As discussed above, the probability that queri¢@n infer that the necessary and sufficient condition of alval
for 2 are forwarded successfully according to the unicast §Fadient-based routing mechanism for a multi-hop query is
multicast strategy is given by Formul[a{15). It is easy t@inf h
that the probability of the event defined in this theorem is l_Lz1 foaria(Vi) > o. (17)

given by Formulal[(16). Thus proved. ) ) .
If we further seek all unicast routing decisions, the ne@gss

B. The necessary and sufficient condition for gradient-basaélnd sufficient condition should be

. ) n
multi-hop routing _ _ N H._ funicast(Vi) > 0. (18)

In the above Section, we have discussed the conditions of =1
unicast, multicast, andinvalid strategies for one-hop routing Recall that the expectation value of the metric
decisions. Only one of such strategies will be chosen to d%lv,bfi(lmk:j)) decreases as the value ofincreases as
with a query at each node. Theorem$ P, 3, [@nd 4 have prowgwn in Theorerfll1. It is easy to infer that
the probability that each strategy is chosen. Among theethre
strategies, thaunicastis a valid and desired gradient-based P(V;=v) > P(V;11=v) for 0(z,bf;) <v <k,1<i<h.



On the other hand, the noise distribution is similar in Bloom Based on a given decaying model with parameteasdh,
filters associated with neighbor links at each node. In sumwe first calculated(bf) andd(bf;) according to Formulag{1),

mary, for any query, (@) and [B) for1 < < h. Note thatd(bf) is a function of
variablesn, n, andk, wherea®(bf;) is a function of variables

Junicast(Vi) > funicast(Vit1) and m, n, k, andd. We then estimate the fraction of bits set to

foatia(Vi) > foatia(Vig1)- one,ry, in each joint Bloom filter according to Formula (5)

andm, and finally obtain the distribution of noise strength at
By now, Formulas[(1l7) and_(18) become Formufas (19) and ., neighbor link based on Formulal(11). Note thats a

@)’ respectively, if we replacéumcast(y;)l and fuatid(Vi)  fynction of variablesn, n, k, d, andh. Similarly, According
With funicas: (Vi) @nd fuatia(V3), respectively. to Formulas[{P) and{10), we can achieve the distribution of

(f oV ))h > g (19) information of any itemx in a joint Bloom filter associated
valid\Th)) =& with a link through which a decaying Bloom filter is received
(funicast(vh>>h >0 (20) from a destination. We calculate the probability of wamicast

and avalid gradient-based routing decision by Formulas (13)

Inequality [I9) or[[2D) acts as the necessary and sufficieand [I5) which are functions of:, n, k, d, and h. Finally,
condition of a feasible gradient-based multi-hop routiNgte inequality [I9) or[(2D) is used to restrict the valuernof n, k,
that this necessary and sufficient condition is also holdaford, andh under a constraint of the lower bouid
single-hop and gradient-based routing. In the remaindérisf ~ The parameters;, d and h should be assigned with ap-
paper, we will use inequality (19) dr (R0) to instruct the abv propriate values with regard to several factors, such as the
design of Bloom filters to satisfy this condition. topological properties, data distribution in the netwoakd
query popularity, etc. Many efforts have been made to inves-
C. Wader tigate the (_jata distribu_tiqn and query popularity, depegdi

' on applications. Thus, it is reasonable to assume that we are

In many distributed applications, all nodes are required tfivenn, d andh. In this case, inequalitie {1L9) aid20) merely
adopt the same configuration of, k£, and hash functions in depend on parameters andk, and hence we can optimize
order to guarantee the compatibility and inter-operabiit the number of hash functions to maximize funicast(Va)
Bloom filters. In this work, the union operation of decayin@nd f,..:.4(V4). Accordingly, inequalities[{19) and (R0) can
Bloom filters requires the same configuration between ajk satisfied withn as small as possible. It is well-known that
Bloom filters. Thus, the initial and decaying Bloom filters o& single Bloom filter is optimal wheh=(m/n)In2. Such an
each node should adopt the same configuration, and so degsmal result, however, cannot ensure an optimal joinbBio
the joint Bloom filter associated with each link. Many efortfilter. After optimizing funicast(Va) OF fuaria(Vi), We can
have been made to optimize Bloom filters|[28].I[28]./[30].][31calculate the optimal value ef andk by solving inequalities
from different aspects. The common idea is to minimize th@9) and [[2D), respectively. So far, the parametersk, d,
false negative probability or the size of an individual Biwo 1, andn are configured. Consequently, these parameters of
filter, which only represents all data at a single node. each individual Bloom filter each node proposes can ensure

Such efforts, however, don't address the fact that each natie fraction of bits set to one in each routing entry is lowd an
uses the union of all received decaying Bloom filters throudtence the second criterion of gradient-based routing can be
a link as a routing entry of that link. Although the fractioh osatisfied.
bits set to one in each individual Bloom filter might be low,
that in each routing entry becomes high due to the union of
many decaying Bloom filters. Thus, given a query for any itef:
at a random node, noise about the item in unrelated routingAccording to the design approach in Section 1lI-C, the
entries is very likely equal to or even stronger than theulsejparametersn, &, d, h, and n can be optimized to ensure
information in right routing entries. The above analyticahe second criterion of gradient-based routing in theorghW
as well as experimental results in Sectlon IV-E demonstrateose parameters, the number of bits set to 1 in any routing
that the existing designs of Bloom filters fail to support thentry can be calculated by Formula (5). The following picati
gradient-based routing mechanism. To address this issee, igsues, however, directly affect the performanceVWdder
propose a novel design of Bloom filters for each routing entryhe distributions of node degree and received BFs through
the union of many individual Bloom filters. The main ideaevery link are usually non-uniform. Thus, for the majoritfy o
called Wader, is to derive the optimal configuration of eacHinks, the number of bits set to 1 in a routing entry usually
individual Bloom filter under the constraint of inequaliid) does not equal to the estimated valug x m. To make
or (20), so as to satisfy the second criterion of gradiessetda Waderbe adaptive to dynamic network conditions, a practical
routing. implementation way is to let each node monitor the number

Besides the well-known metrics of Bloom filters (the numef bits set to 1 in each routing entry. Once the number of
ber of itemsn, the size of Bloom filtern, and the number of bits set to 1 in a routing entry exceeds x m, it denies all
hash functionst), the decay factorl and decay rangé are the Bloom filters received afterwards. Such a method makes
two additional dependent factors which impose constraints inequalities [IP) and (20) always satisfied, and hence easur
inequalities [(IB) and_(20). the correctness and efficiency Wfaderin practice.

Implementation issues with Wader



We use a regular graph to model a multi-hop network fa query at a node which resides within the decay range of a
ease of mathematical analysis and presentation, the tieadre destination. A multicast routing decision occurs if the yuis
design and practical implementation \Wfadercan guarantee sent to at least one of the remainder2 neighbors. Therefore,
the correctness and efficiency of the gradient-based mputii; is a discrete random variable. Its possible values, denoted
with high probability. We further reconsider the gradientass, are integers ranging from 0 to— 2.
based routing in more general networks such as randonirheorem 5:In the case of a multicast routing decision of a
networks and sensor/geographic networks. The basic icdehs query for an itemz, the probability mass function of; is
methodologies mentioned above also apply to other general .
networks. Po(Si=s) = <c 2)

An intuitive way is to revise the analytical results in maT s
Section[d] and the theoretical design W¥ader in Section v—1 c—2—s
M=C] given the average node degreeand the distribution > :u=0 P(Y=u)) (21)
of node_degree. Tr_us way, however, is very comp!ex o derive Proof: Recall that the information of in the Bloom filter
the desired analytical results. The second way is to borrow . -y . .

: . associated witliink; through which current node receivef
the theoretical design dNaderfor regular networks, whose . . ; Y
) . a discrete random variable, denoted14s Its probability
node degree is appropriated to the average node degree oPan . .
. ; > mass function has been given by Formulgs (9) dnd (10),
irregular network. The evaluation results in Section IV who : . .
S .~ depending on the decaying model. For any possible value
that the second way can ensure the feasibility of gradler%- .
. . . I~ . v of V; where0 < v < k, consider an event that the
based routing with high probability. The root reason is that . : ) ) . .
: ; : . . . information ofz in the Bloom filter associated with one link
the practical implementation &f/aderis adaptive to dynamic ) . - . :
I . . exceptlink; is less thanv. The probability of this event is
network conditions, and can deal with the mismatch betweén

v—1 _ i .
the topological properties of an irregular network and ayven by —o P(Y'=u). For_ any po_SS|bIe yalue of V‘ the
: eventS;=s means that the information af in Bloom filters
appropriate regular network.

. S associated withs links among thec—2 links is equal tov,
In the case oMader the size of each individual Bloom vsf]hereas that in Bloom filters associated with the othe?2—s

filter might be too large to represent items hosted by ea . I . .
node. On the other hand, a Bloom filter a node proposes m@s‘lfé ;Vlgﬁsb;ham. The probability ofS; under a giverv of

be diffused away as messages, so as to establish an informati
ntial. To r ransmission size an \Y ndwadth -2 ) v—1
potential. To reduce transmission size and save bandwadth, (CS )P(Vi:v)-P(Y:v)**-(Z

P(Vi=v) - P(Y=v)" -

v=

_ c—2—s
Bloom filter can be compressed before transmission. A Bloom P(Y=u) ’
filter designed by existing approaches, however, cannat gai . L
any compression gain. The reason is that under good rand tt]l_?]t under ag possible values Wifis given by Formula
hash functions, each bit of Bloom filter is 0 or 1 independent S) ¢ us provle ) ider th o db | ..

with probability 1/2 [32]. The Bloom filter designed Wader o far, we only consider the evefif caused by a multicast

can achieve high compression gain since each bitinitisi Wﬁoutl_ng dec_|3|on. A_ct_ually, SUCS"' m|ghj[ a's‘? oceur “”‘?'er an
a lower probability than 1/2. invalid routing decision. That is, multiple links exceptk;

have the highest information af in their routing entries, and
hence the query are wrongly forwarded to such links except
E. On redundant queries link;. We will discuss the probability mass function 6§

Given a multi-hop query, the optimal andk for the joint Under an invalid routing decision in Theorém 6.

Bloom filter which ensures inequaliti€s {19) are not neagssa Theorem 6.:In the case of an .invalid routing decisiqn of a
to guarantee inequality T20) SiNGBmicast (Vi) < foaria(Vi) GUeTy for an itemz, the probability mass function &f; is

u=0

under the same: andk. Therefore, the joint Bloom filter for o\ k

the unicast routing always consumes more bits than thahéor t P;(S;=s) = (C B ) > PVi=o)- Y (P(Y:u)s :
valid routing. The advantage of the unicast routing is that t 5 /050 u=v+1

guery does not traverse any nodes which do not participate th u—1

routing path, and hence does not create any redundant diuery. ( Z P(Y:r))C*S*Q). (22)
contrast, thevalid routing consumes less bits than tineicast r=0

routing, however, usually produces redundant queries due t  pyoof: For any possible value of V; where0 < v < k
the potential use ofulticastrouting decision. Those replicas|et consider the event thatof the c— 2 links (not including the

are sent along other path_s deviatir_ng from the destinatiod, ik the query came from and the lilknk;) have the highest
are redundant. Here, we first examine the number of redu”dﬁﬁérmation of z in their routing entries. The probability of

gueries, and then tackle_ those regjundant queries. this event under a given of V; is given by
In the case of a multicast routing decision for a query at . )

a node receivingf;, let S; denote the number of neighbors/¢ — 2 . i c—5—9

to which the query is forwarded by the current node, exceét s )P(Vi:”)' Z (P(Y:“)k '(ZP(Y:T)) )v

the neighbor receiving &f;_;. On the other hand, the query u=vtl r=0

cannot be sent back to the neighbor it came from. In wo¥ds, and that under all possible values Wf is given by Formula

measures the number of redundant queries produced bygou{®d). Thus proved. [ |
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We further considerS; in the case of a gradient-basedyradient-based routing mechanism fails to find a neighbor of
routing decision which covers the two independent cases wede D which holds higher level of information aboutthan
discussed in Theoreni$ 5 alnd 6, respectively. In this case, th and hence nod® cannot keep on forwarding the query.
probability mass function and expectation value&phre given The probability of this event under all possible valueslpf
by is given by Formula[{24). Thus proved. [ ]

PSi=s) = ngi =)+ F(Si=s) and IV. PERFORMANCE EVALUATION
E[S)] = Zszl s- P(Si = s). We implementWader in a random network using the

So far, we only consider the variabf in the scenario of approach proposed in Sectibn IlI-D to demonstrate that only
one-hop transmission of a query from a node receivifigo Wadercan guarantee the feasibility of gradient-based routing.
a node receiving af;_;. Here, we consider a general query e simulation settings are as follow. The node degree snge
whose source node is out of the decay region of its nearé&@m 3 to 7 and the average node degree=i$. The average
destination. In this case, the query suffers numbeh aine- Number of items hosted by each nodenis100. All Bloom
hop transmissions in the decay region of the destinatiod, af,qters are decayed from the first round of propagation. That
causes number of[S;] redundant queries due to a routindS: 70=0. For a largeho, we have to enlarge the value
decision for each transmission. The average number of sffh/n to satisfy the same lower bound, which results in
kind of redundant queries caused by a multi-hop query aftéfnecessarily higher space cost. Although we only report

it enters the decay range of its destination is given by the results und_er the exponentia}I decaying model, the aimil
b oo results are achieved under the linear decaying model.
YD, s PSi=5s). (23)

Nodes receiving such kind of redundant queries take - Effect of decaying operation on membership information

ditional computations for making decisions on routing thos Assume the decay factor is set to the1.2 and the decay
queries. Although each query only produces a very few reduiange is set to be=5, depending on a given application. Then,
dant queries before reaching a destination as given by Harmwe can derive that an optimal number of bits for each Bloom
(23), these replicas can incur non-trivial negative impifict filter is m=60000 and the number of hash functionskis-16
they keep on propagating in the network. Fortunately, we firitbm the aspect of receiver. Giverbd which represents a set
that such redundant queries can be terminated after thgir fiX, we have analyzed the amount of information of any item
transmissions with high probability as shown in Theofdm 7z € X in a decay version obf in Lemmal2. The possible
Theorem 7:Given a gradient-based routing decision of &alues of (z,bf;) are integers ranging from 0 té=16.
query for an itemr at a random node, receivers $f resulting Fig[3(a) shows the probability mass function@ifz, bf;) for
redundant queries stop forwarding such queries with higi<i<5 and noise. The results match well with Form(lk (8). As
probability as given by we can see from the figure, when the possible value increases,
& o o1 1 the probabilities of(x, bf;) first goes up and then goes down
szl P(E,|E") - (Zu=0 P(Y=u)) . (24) for 1<i<5. On the other hand, the probabilitieséifr, b f;) for
dthe large possible values decrease as the valudrafreases,
whereas that for those small possible values increase as the
value ofi increases. The experimental results exactly conform
to the analytical results.

Proof: Recall thatV; is a discrete random variable, an
denotes the information of in the Bloom filter associated
with link; through which node” receivesbf; from a desti-

nation noded, as shown in Figl1. For any neighbor nofie Fig[3(b) shows the probability mass functions of noise and

which does not receives &f;_, from noded, let E* denote 0(z,bf;(link;)).The simulation results follow a similar trend

an eventl. that nod® receives a redundant query from nOd%s the theoretical results given by FormuTa (9). As we can
C. LettE” dgglc))te.an et\;]ent that n?(d%f?rzwa}[rf[jhs al_'rj(;iulr)\d_ant see from the figure, when the possible value increases, the
q;JIery totgo since the InOIS;‘e; rength at the IS probabilities off(z, bf;(link,)) first goes up and then goes
a Tehas Ess.me afsﬂ? vauerc])Ei v dE is given b down wherel<i<5. On the other hand, the probabilities of

€ probability ot the event,, an IS given by the 6(x, bf;(link;)) for the large possible values decrease as

PE) = P(Vi=v)- Zk P(v=u) and the vaIL_Je ofi increases, wherggs that for those small possible
=v values increase as the valueiohcreases.
P(E') = Zk (P(Vi=v) - Zk P(Y=u)). Fig[3(b) also shows that the expectatiordef, bf;(link;))
v=0 u=v

decreases as the decay hopncreases, and thus thiast
Thus, it is easy to infer the conditional probability &f criterion proposed in Sectiofil | is satisfied Byader In
given E' is given by addition, the expectation @f(x, bf;(link;)) is larger than that
iy i i of noise for 1<i<h. This reveals the reason why a node
P(E,|E") = P(E,)/P(E"). holding bf; can forward a query for an itemt to a node
For any possible value of V; where0 < v < k, consider an holding abf;_; with high probability, and thus satisfy the
event that the information of in the Bloom filter associated second criterion proposed in Sectifn I. On the other hand,
with each link is less than at nodeD, except the link through the simulation results conform to Theoréin 1 in terms of the
which a redundant query came from. This event means that ghectation value of(z, bf;(link;)) for 1<i<h.
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B. Effect of decay parameters on the performance of Wadéfe value ofk in order to satisfy the same lower bound
) which results in unnecessarily higher computation cost.
Now we examine the effect of the paramete@ndd on the

probability that each query is sent to its destination tigiou ) ) )
an unicast routing or a valid routing. As shown in @(aﬁ- Performance of gradient-based routing with Wader
given a fixedm andd=1.2, k is the only dependent factor of We examine the impact of noise on a gradient-based routing
all four curves which follow a similar trend. They first asdendecision when each node adopts an optimal Bloom filters
as k increases and quickly reach the peak, and then descéiaded onWader A gradient-based routing decision for a
as k increases. The reason is tht, bf;(link)) and noise single-hop query can be valid (unicast or multicast) or liadva
strength increase for any and1 < i < h ask increases, under the interference of noise in unrelated links once the
andf(z,bf;(link)) is more likely higher than noise relatively.query enters the decay range of a destination. The protiebili
As discussed in Sectidn 1I[IC, inequalitids {19) ahd] (2® aof the aforementioned routing decisions have been proved in
the benchmarks to optimize the parameters of Bloom filterheorem$2[13 andl 4. Fig.5 shows the probabilities of those
Given a lower bound on the probability of an unicast routingrouting decisions from aspect of both theory and practice.
or a valid routing for each query, we can find the optimal We can see that the probability of an unicast routing deci-
value ofk under each scenario. Similarly, we can achieve tison decreases with the increasing of the decay hop, whereas
optimal £ under varying value ofn, and can finally find the the probability of a multicast routing decision increasetw
global optimalk andm. As shown in Fig.4(&), there is minorthe increasing decay hop. The reason is that the expectation
difference between the theoretical and experimental tesulalue of metricd(z,bf;(link;)) decreases as the decay hop
The root reason is that we use a regular network to apprepriaicreases. Thus, the noise strength is more likely higham th
an irregular network as discussed in Secfion Tll-D. 0(z,bfi(link;)), and queries might suffer invalid or multicast
As shown in Fid.4(B), given a fixedn and k=16, the routing decision. Fi§.5(t) shows that the probability ofadidr
probability of an unicast routing for any query decreases esuting decision decreases as the decay hop increases. The
the decay factord increases in theory, and reaches almostason is that the negative effect of decreasing unicasiigpu
zero after the decay factor exceeds a threshold. The reasoddcision outperforms the positive effect of increasingtioast
that 0(z, bf;(link)) and noise strength decrease as the deceyuting decision. Fi§.5(fl) shows that the probability of an
factor increases fovz € X and1 < i < h, and the noise invalid routing decision increases as the decay hop inesas
strength is more likely higher thaé(z,bf;(link)). We can It is worth noticing that the probabilities of the unicast
also see that the probability of the valid routing first deses, and valid decisions for routing a single-hop query is high
and then increases as the decay factor increases. It is wdath1<i<h. Thus, a multi-hop query can reach a destination
noticing that a small decay factor should be adopted in ordéirough a sequence of valid even unicast routing decisions
to ensure the unicast routing with high probability, althbwa  with high probability. As shown in Figl5, the curve of prac-
large decay factor can always guarantee the valid routitig wiical probability follows the same trend as the curve of the
high probability. For a large decay factor, we have to emardgheoretical probability for each type of routing decisidine
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Fig. 6. Number of redundant queries and the probability thay will be Fig. 7. Probability of valid decision and flooding ratio atyamode in the
terminated by receivers, where=60000, n=100, k=16, d=1.2, andh=>5. case of EDBF, wher&=100, k=16, d=1.2, and h=5.

practical probability, however, is larger than the theiosdt node always forwards any query to almost all of its neighbors
value for the unicast and valid routing decisions. In additi expect the one the query comes from, whgmanges from
Waderachieves lower probabilities of the multicast and invalid0~'° to 10-2. The fundamental reason is that the ratio of
routing decisions than the theoretical values. The roctaea bits set 1 in each routing entry is very close to 1. Thus, noise
is that we use a regular network to appropriate an irregulfirunrelated routing entries and the useful informationigntr
network as discussed in SectionI1l-D. In summary, the thetouting entries approximate to. We have analyzed the root
retical and practical results demonstrate #aderguarantees cause of this result in Sectign II-C.
the correctness and efficiency of gradient-based routimg fo The message complexity of the gradient-based routing is
multi-hop queries with high probability. for EDBF, and islog n or /n for Wader wheren denotes the
network sizelogn and+/n denote the approximate diameter
in a random network or sensor/geographic network, respec-
tively. Actually, the gradient-based routing using exigti

A node possibly suffers the multicast or invalid decisiordesigns of Bloom filters deteriorate to the well-known flowayli
and then sends very few redundant queries (according niechanism. It is worth noticing that the termination ruldés o
Formula [(2B)), to neighbors which deviate from the potemedundant queries mentioned in Secfionlll-E are not indoke
tial destination. We have proved the probability that sudince it can terminate all query replicas and make queries fa
queries can be terminated by receivers with high probgbilito reach any destination.
in Theoren(¥. As shown in F[g.6{a), the average number ofin contrast, the gradient-based routing usiNgderensures
redundant queries caused by routing one query increashe astiat a query, which enters the decay range of a desired
decay hop increases in both theory and practice. As showndistination, will be routed to the destination by a sequence
Fig[6(b), the termination probability of those redundamtides of unicast or multicast routing via the intermediate no®ss.
by receivers decreases as the decay hop increases in théaryonly Wadercan guarantee the correctness and efficiency
as well as in practice, but the termination probabilitylstilof gradient-based routing using Bloom filter with high preba
remains at a high level in theory as well as in practice. Nofsility.
that the simulation results outperform the theoreticalltes
Formula [28) provides an upper bound on the number of V.. CONCLUSION
redundant queries resulted from routing any query at a rando

) .. We disclose the fact that the existing gradient-basedmguti
node. Formulal(34) provides a lower bound on the termmat'?r[l]echanisms deteriorate to a flooding-like mechanism anal eve

Fr:osl?r?:gr of tsgy rrggtlijcr]atjlagsglltjsrz‘f/:ge?ccr)?\?gfmm tcr)e::he;vefra" to route queries to the desired destinations. We addres
Y, P this issue by deriving two criterion to ensure the feadipili

theeorft'Cf;r?gilyf;'té,ﬂgJhalisﬂg nlesaetllviﬁﬁe_ct o;rrdﬁgr f f gradient-based routing and proposing a novel design of
quenes W level. This 1S very NEIPTg filters, calledWader to satisfy the two criterion.

:gu?ir:]sure the feasibility and usability of the gradlentdnbsThe evaluation results demonstrate that oWgder ensures
9- the correctness and efficiency of the gradient-based mputin
mechanism with high probability. In our future work, we
E. Comparisons plan to explore the way to enhance the efficiency of routing
In this section, we conduct extensive simulations to evelugUtside the decay region of the destination, by using a rando

the one-hop routing decisions of the gradient-based rgutifePlication mechanism.
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