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Abstract—Gradient-based routing using Bloom filters is an
effective mechanism to enable data-driven queries in multi-hop
networks. A node compressively describes its data items as a
Bloom filter, which is then diffused away to the other nodes
with information decay. The Bloom filters form an informatio n
potential that eventually navigates queries to the source node by
ascending the potential field. The existing designs of Bloomfilters,
however, have critical limitations with respect to the feasibility of
gradient-based routing. The compressed routing entries appear
to be noisy. Noise in unrelated routing entries is very likely to
equal to even outweigh information in right routing entries, thus
blinding a query to its desired destination. This work addresses
the root cause of the mismatch between the idea and the practical
performance of gradient-based routing using Bloom filters.We
first investigate the impact of decaying model on the effectiveness
of routing entries, and then evaluate the negative impact ofnoise
on routing decisions. Based on such analytical results, we derive
the necessary and sufficient condition of feasible gradient-based
routing using Bloom filters. Accordingly, we propose a receiver-
oriented design of Bloom filters, calledWader, which satisfies
the above condition. The evaluation results demonstrate that
Wader guarantees the correctness and efficiency of gradient-based
routing with high probability.

I. I NTRODUCTION

Bloom filter (bf ) is often deemed as a suitable tool to aid
information discovery and navigation in multi-hop networks
with intensive load of query processing. Many recent proposals
employ Bloom filters [1], [2] to realize data-driven routingin
overlay networks [3], [4], [5], [6], wireless sensor networks
[7], ad hoc networks [8], [9], [10], [11], [12], and mesh net-
works [13]. The common idea among them is that each node
uses a Bloom filter to describe the membership information of
its data items, i.e. whether an item is stored at the node or not.
Every node then broadcasts its Bloom filter to nodes within
its propagation range, e.g.h hops. Each link, associated with
all the received Bloom filters through it, is maintained as a
routing entry. If a node needs to route a query to a destination
residing withinh hops away, it forwards the query over the
link, which has at least one associated Bloom filter to satisfy
the query.

With respect to the probability of successful routing,
Bloom filter based routing outperforms those stateless rout-
ing schemes, such as flooding [14] and random walk [15],
however, at the costs of large memory space to store Bloom
filters and long delay to scan through the Bloom filters for a
routing decision. These two problems become severe when the
average node degree gets higher and thepropagation rangeof
Bloom filters increases. For example, in resource-constrained
contexts such as wireless sensor networks [16], many Bloom
filter based mechanisms suffer poor efficiency and scalability.
The delay of routing decisions is relative long, which cannot

meet the requirements of some delay-constrained networks
[17].

Kumar et al. improve the previous mechanisms by proposing
a gradient-based routing mechanism using Bloom filters [18].
The basic idea is to exponentially decay the information in
each Bloom filter while propagating it within the given range.
Meanwhile, in a routing entry, a link is associated with the
union of all received Bloom filters through it. Note that
each routing entry does not contain the complete membership
information of any item. Hence, a query is sent via the link
whose associated routing entry has the maximum amount of
information of the queried item. Such a mechanism signifi-
cantly saves storage space and shortens the delay of answering
a query. X. Li et al. propose another similar scheme [19]. A
Bloom filter is propagated without any loss within the firsth0-
hops from the source, while decays exponentially or linearly
outside theh0-hops from the source.

A. Motivation and Contributions

For a gradient-based routing1 mechanism, each node as a
source creates an information gradient in a potential field.
Hints about all data on a source are stored in routing entriesof
some nodes, and can be utilized to guide queries to the source.
Thus the information gradients enable efficient decision of
routing by ascending the potential field. Ideally, any query
will be forwarded to desired destination once it enters the
propagation region of the source. In practice, however, given
a query for a data item at a remote source node, we find that
noise2 in unrelated routing entries is very likely to outweigh
information of the queried item in right routing entries. Asa
result, gradient-based routing is blinded to the right routing
decisions and has to forward the queries in a flooding-like
manner. Sometimes it even fails to route queries to the desired
destinations, due to prohibitively high traffic cost.

In this paper, we address the root cause of the mismatch
between the ideal and the practical performance of gradient-
based routing using Bloom filters, and explore approaches to
guarantee the routing feasibility and efficiency. This basically
involves the followingtwo criterion. First, once a query enters
the potential field of a desired destination, the amount of
information in right routing entries on the intermediate nodes

1For ease of presentation, we use the term gradient-based routing to
represent ”gradient-based routing using Bloom filters” in the rest of this paper.

2If a nodeV does not receive a decaying Bloom filter from the source
node ofx through link L, L is called a link onV that is unrelated tox.
Thennoiseon L is defined as the amount of membership information in the
corresponding routing entry ofL, namely the number 1’s among the k bits of
Bfaddress(x) in the Bloom filter. Please refer to Section II for the definition
of Bfaddress(x).
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should keep increasing as the query are forwarded towards
the destination. This criterion ensures that each node holds
an information gradient in a certain potential field. Second,
it should be guaranteed with high probability that noise in
unrelated routing entries does not exceed the information
strength of the queried item in right routing entries. That is,
each node should appropriately suppress the strength of noise
at its out-going links so that it can clearly distinguish right out-
going links from other interfering ones. In this way, a query
can be navigated by ascending the potential field along a single
path. Bearing these points in mind, we propose the design
of receiver-oriented decaying Bloom filters for gradient-based
routing. Our contributions are summarized as follows.

1) To the best of our knowledge, we are the first to
disclose the fact that the existing gradient-based routing
mechanisms deteriorate to a flooding-like mechanism
and even fail to route queries to the desired destinations.
We then derive two criterion to ensure the feasibility of
gradient-based routing.

2) With regard to gradient-based routing under a general
decaying model, we analyze the strength of useful
information in right routing entry and that of noise in
unrelated routing entries. The results show that the exist-
ing gradient-based routing mechanisms satisfy the first
design criterion under an appropriate constraint, while
have critical limitations to meet the second criterion.

3) Based on such analytical results, we examine the nega-
tive impact of noise on one-hop routing decisions. We
accordingly derive the necessary and sufficient condition
of the second design criterion, which guarantees the
feasibility of gradient-based multi-hop routing. Thus we
propose a novel design of Bloom filters for the exist-
ing gradient-based routing mechanisms, calledWader.
Our simulations demonstrate thatWaderguarantees the
routing feasibility with high probability.

B. Related Work

Information-guided routing has widely studied as a scalable
approach for settings with high query frequency in ad hoc and
wireless sensor networks [20], [21], [22], [23], [24], [25]. Most
of these gradient-based approaches use the natural gradients of
physical phenomena due to the fact that the spatial distribution
of many physical quantities follows a natural diffusion law
[20], [21], [22], [23]. However, these approaches become a
random walk since the gradients imposed by natural laws exist
local extreme or large plateau regions. In [26], the sensor
readings are categorized into a set of high-level events. For
any event detected by a random sensor, a potential field with
harmonic functions is built such that greedy routing with the
potential is guaranteed to reach the source. A similar approach
builds a potential field with harmonic functions to guide the
movement of mobile nodes, so as to achieve sweep coverage
in wireless sensor networks [27]. The approaches in [26], [27],
however, are not suitable for data-centric routing where each
node holds large number of raw data not only several high-
level events. In contrast, gradient-based routing using Bloom
filter focuses on this type of network applications.

Another related research work revolves around the weak
state routing using decaying Bloom filter, which has been
first coined in [10], [12], where it has been used to perform
routing in large scale and dynamic mobile ad-hoc networks.
The weak state routing and gradient-based routing have the
common idea, however, are different in the implementation
methodologies and application scenarios.

C. Organization of Paper

The rest of this paper is organized as follows. In Section
II, we briefly introduce Bloom filters, and analyze the effect
of decaying models in gradient-based routing. Moreover, we
examine the impact of noise on routing decisions. In Section
III, we derive the necessary and sufficient condition which
ensures a feasible gradient-based routing mechanism using
Bloom filters, and then propose the design ofWader. Section
IV presents the performance evaluation results. We conclude
this work in Section V.

II. QUANTITATIVE ANALYSIS OF GRADIENT-BASED

ROUTING USING BLOOM FILTERS

We first analyze gradient-based routing under a general
decaying model of Bloom filters. We then measure the strength
of useful information in right routing entries and that of
noise in those unrelated routing entries. By mathematical
analysis and simulations, we find that the existing gradient-
based routing mechanisms can satisfy the first criterion under
a reasonable constraint, while have critical limitations to meet
the second criterion. As a result, the information potential
formed by each Bloom filter is very smooth, and hence, fails
to navigate queries by ascending the potential field. Table I
lists the symbols and notations used in the rest of this paper.

A. Preliminaries of Bloom filters

A setX of n items is represented by a Bloom filter using
a vector ofm bits which are initially set to0. A Bloom
filter usesk independent hash functionsR1, R2, · · · , Rk with
a range{1, ...,m}. When inserting an itemx to X , all bits
of Bfaddress(x) (consisted ofRi(x) for 1 ≤ i ≤ k) will be
set to1. To answer a membership query for any itemx, users
check whether all bitsRi(x) are set to1. If not, x is not a
member ofX . If yes, we assume thatx is a member ofX ,
although we might be wrong in some cases. Hence, a Bloom
filter may yield afalse positivewhich suggests that the item
x is in X even though it is not. A false positive is due to hash
collisions, in which all bits ofBfaddress(x) were set to1
by other items inX [1].

Let p0 be the probability that a random bit of a Bloom filter
is 0, and letn be the number of items that have been added
to the Bloom filter, thenp0 = (1 − 1/m)n×k ≈ e−n×k/m, as
n× k bits are randomly selected, with probability1/m in the
process of adding each item. Now we test membership of an
elementx1 /∈ X . Each ofk bits of Bfaddress(x1) is 1 with
a probability as above. The probability of all ofk bits being
1, which would cause a false positive, is then

f = (1− p0)
k ≈ (1− e−k×n/m)k.

The minimum value off is achieved whenk = ⌊(m/n) ln 2⌋.
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TABLE I
SYMBOLS AND NOTATIONS

Term Definition

X a set represented by abf
m number of counters of abf
n cardinality of a set
k number of hash functions used by abf
Bfaddress(x) bits of hi(x) for 1 ≤ i ≤ k
f false positive probability of abf
d decay factor
h decay range (transmission range) of abf
c average node degree in an irregular network or

the node degree in a regular network
bfi a bf resulted from theith round decay of abf
θ(bfi) number of bits set to 1 inbfi
θ(x, bfi) amount of information inbfi for x ∈ X
|linkj| number ofbfs a node receives throughlinkj
bf(linkj) union of |linkj | decaybfs throughlinkj
bfi(linkj) bf(linkj) at a node receivingbfi throughlinkj
θ(x, bfi(linkj)) amount of information inbfi(linkj) for x ∈ X
Ez

=i a bit is set toi after throwingz balls into abf
r0 fraction of bits set to zero in abf
r1 fraction of bits set to one in abf
Y noise strength aboutx ∈ X at unrelated links
σ minimum probability of a valid multi-hop routing

B. Network model and decaying models of Bloom filters

For ease of presentation, we use a regular graph to model a
multi-hop network. Letc denote the number of neighbors in
a regular network or the average node degree in an irregular
network. Although the analytical results presented in thispaper
assume the network is regular, the basic ideas and method-
ologies also apply to other irregular networks after minimal
modifications, as discussed in Section III-D. As mentioned in
Section I, a localbf at a random node should be diffused to
a few nodes in order to establish an information potential that
eventually navigates queries to the source node. The number
of bits set to 1 in thebf decreases with the distance from the
source. We enforce each localbf to travel isolated from origin
to nodes within its propagation region and is not merged along
the way with other filters. This effort is the precondition to
conquer the duplicate decayed versions ofbf , which reduces
the accuracy of the gradient-based routing. Thus, if a random
node receives many decayed versions ofbf via each neighbor,
it should only keep one of the filters, which travel the least
number of nodes.

An accurate decaying model of Bloom filters is the dom-
inating factor which affects the correctness and efficiency
of the gradient-based routing mechanisms. In this paper, we
concentrate our study on the scenario that all nodes employ
a homogeneous decaying model. The scenario with heteroge-
neous decaying model is out of the scope of this paper.

Definition 1: Given a setX with n items and its Bloom
filter bf , θ(x, bf) denotes the amount of information inbf for
∀x ∈ X , that is the number of bits being 1 inBfaddress(x).
Let θ(bf) denote the expectation of the number of bits set to
1 in thebf , and equals tom multiply the probabilityp1 that a
random bit in thebf is set to 1. Thep1 is 1− (1− 1/m)k×n,
and hence

θ(bf) = m× (1− (1− 1/m)k×n) (1)

≈ m× (1− e−k×n/m)

The value ofθ(x, bf) equals tok for ∀x ∈ X . There
are two models to reduceθ(x, bf) by decaying thebf . In
exponentialmodel, if a bit inBfaddress(x) is 1, it remains
1 at a constant probability1/d during each round of decay.
In linear model, number ofd random bits which are 1 in
Bfaddress(x) become 0 during each decay. An approximate
method to implement the linear decaying model is that number
of ⌈ θ(bf)d

k ⌉ bits which are 1 in thebf are set to 0 during each
round of decay. Note thatd is a decay factorin both models
and is a positive real number.

Definition 2: Let Decay(bf, h, h0, h1,model, d) denote a
general decaying model of abf which is propagated to nodes
within h hops from the source where1 ≤ h ≤ h0+h1. Thebf
does not decay within the firsth0-hops, while decays outside
the h0-hops by using the aforementioned decaying models,
whereh1 is an upper bound on the hops in the second stage
[19].

Definition 3: Let bfi denote a new Bloom filter resulted
from the ith round decay of abf where 1 ≤ i ≤ h. bfi
remainsθ(bfi) bits set to 1. If themodelis exponential, then

θ(bfi)=

{

θ(bf), i ≤ h0

⌈ θ(bfi−1)
d ⌉, h0 < i ≤ h0 + h1

(2)

If the modelis linear, then

θ(bfi)=







θ(bf), i ≤ h0

θ(bfi−1)-⌈ θ(bf)d
k ⌉, h0 < i ≤ h0 + h1

0, θ(bfi−1) <
θ(bf)d

k

(3)

According to Definition 2, a Bloom filter a node produces
can be received byTi=c(c−1)i−1 nodes in thei round, and a
node should also receiveTi Bloom filters in theiri round due
to the symmetry. Thus, each nodeA can receive(c−1)i−1

decaying Bloom filters in theiri round via any linklinkj.
The received Bloom filters by nodeA are recorded asbf l

i

where1 ≤ i ≤ h and 1 ≤ l ≤ (c−1)i−1. Thus, the number
of decaying Bloom filters a node can receive from the whole
system throughlinkj is denoted as|linkj |, and

|linkj| =
∑h

i=1
(c−1)i−1.

As mentioned in [28], the union of homogeneous Bloom
filters can be realized by a logicalor operation between their
bit vectors. Thus, the union of|linkj| decaying Bloom filters
results in a joint Bloom filterbf(linkj) for a link linkj of
nodeA. The bf(linkj) acts as a probabilistic summary of all
items which are reachable from nodeA along a routing path
of at mosth hops, and is given by

bf(linkj)) =
⋃h

i=1

⋃(c−1)i−1

l=1
bf l

i . (4)

Lemma 1:The number of bits set to 1 in anybf(linkj) of
each node is given by

θ(bf(linkj)) = m(1− (1− 1/m)β(linkj)), (5)

where

β(linkj) =
∑h

i=1

∑(c−1)i−1

l=1
θ(bf l

i ). (6)

Proof: Recall that |linkj| decaying Bloom filters re-
ceived by a node throughlinkj will be merged to construct
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bfi(linkj). During the union process,β(linkj) balls are
dropped intom bits of bf(linkj) randomly, i.e., the location
of each ball is independently and uniformly chosen fromm
possibilities.β(linkj) denotes the total number of bits being
1 in those |linkj| decaying Bloom filters. Letp0 denote
the probability that a random bit inbf(linkj) is 0 after
dropping allβ(linkj) balls. Clearly,p0=(1−1/m)β(linkj). Let
p1 denote the probability that a random bit inbf(linkj) is set
to 1. Thus,p1=1−p0. Therefore the number of bits set to 1 in
bf(linkj) is given byθ(bf(linkj))=m(1−(1−1/m)β(linkj)).
Thus proved.

C. Quantification of membership information in right routing
entries

Before examining whether the first criterion can be satisfied,
we measure the strength of membership information after
propagating each Bloom filter within the given range.

In general,θ(x, bf)=k where an elementx is represented
by a bf . A general decaying model is possibly an exponential
or linear decaying model. For these two types of models, we
respectively measure the metricθ(x, bfi), which denotes the
amount of membership information ofx in a decaying Bloom
filter bfi. Formula (7) and Lemma 2 examine that metric for
the linear and exponential decaying models, respectively.

For the linear decaying model, we can derive the following
result based on its definition.

θ(x, bfi) =

{

θ(x, bf) = k, i ≤ h0

θ(x, bf)− d(i − h0), h0 < i ≤ h0 + h1

(7)
For the exponential decaying model, we can draw the

following conclusion based on its definition.
Lemma 2: If i ≤ h0, θ(x, bfi) equals tok becausebfi=bf .

Otherwise,θ(x, bfi) is a discrete random variable, denoted as
Ui. Its possible values are integers ranging from 0 tok. The
probability mass function ofUi is

P (Ui = a) =

(

k
k−a

)( θ(bf)−k
θ(bf)−θ(bfi)−k+a

)

( θ(bf)
θ(bf)−θ(bfi)

)
, (8)

whereθ(bfi) is given by Formula (2).
Proof: Assumea represents the possible value ofUi,

and is an integer ranging from 0 tok. Let Ui=a mean
that the amount of bits being 1 in theBfaddress(x) is a.
After i rounds of decay ofbf , the number ofθ(bf)−θ(bfi)
bits being 1 in bf are reset to0 in bfi. The number of
possibilities that outcomebfi is

( θ(bf)
θ(bf)−θ(bfi)

)

. The number
of possibilities that justk−a bits in Bfaddress(x) are reset
to 0 during thei rounds of decay is

(

k
k−a

)( θ(bf)−k
θ(bf)−θ(bfi)−k+a

)

.
Then the probability thatθ(x, bfi) = a is given by Formula
(8). Therefore, Lemma 2 holds.

Corollary 1: If h0 < i ≤ h0 + h1, the expectation ofUi

can be calculated by

E[Ui] =
∑k

a=0
a× P (Ui = a) = k/di−h0 .

If the decay rangei exceedsh0, θ(x, bfi) under the linear
decaying model and the expectation ofθ(x, bfi) under the
exponential decaying model decrease with the increasingi.

Fig.1 plots an illustrative example of the propagation of abf
from nodeA. The color of propagation field becomes light
from deep as the decay range increases. This result indicates
that the number of membership information ofx ∈ X in bf
reduces during the decay transmission ofbf .

Practically, a node receivingbfi through a linklinkj also
collects other|linkj|−1 decaying Bloom filters through the
same link. As shown in Fig.1, nodeE receives a decaying
Bloom filer from nodesA, B, andC through the same link
C→E. Thus, the metricθ(x, bfi) fails to support a gradient-
based routing mechanism since each node uses the union
of all received Bloom filters through a link as a correlated
routing entry. To address this issue, we propose a metric
θ(x, bfi(linkj)) which denotes the amount of information ofx
in a routing entrybfi(linkj) at the node receivingbfi through
linkj where1 ≤ j ≤ c.

Before measuring the metric in Lemmas 3 and 4, we first
define two events used frequently in the rest of this paper.
Given any bit in an empty Bloom filter, an eventEz

=i means
that the bit is set toi after throwingz balls into the Bloom
filter. The probability ofEz

=0 can be calculated by

P (Ez
=0) = (1 − 1/m)z.

The probability ofEz
=1 is given by

P (Ez
=1) = 1− P (Ez

=0).

Lemma 3: In the context of exponential decaying model,
the metric θ(x, bfi(linkj)) is a discrete random variable,
denoted asVi. Its possible values are integers ranging from
0 to k. The probability mass function ofVi is

Pr(Vi=v) =
∑v

a=0
Pr(Ui=a) · Pr(Wi=v − a|Ui=a). (9)

Proof: In bfi, let us consider an eventθ(x, bfi)=a thata
bits inBfaddress(x) are set to 1 while otherk−a bits are set
to 0, where0 ≤ a ≤ k. The probability of this event is given by
Formula (8). To achievebfi(linkj), other|linkj|−1 decaying
Bloom filters merge withbfi based on the union operation of
Bloom filters. In other words, the number ofα(linkj) balls
are thrown intobfi randomly, whereα(linkj)=β(linkj) −
θ(bfi). Let us consider another event thatθ(x, bfi)=a and there
existsb bits in Bfaddress which are 0 inbfi but are hit after
throwingα(linkj) balls into bfi, where0 ≤ b ≤ k − a. The
probability of this event is denoted asP (Wi=b|Ui=a), and is

(

k − a

b

)

P
(

E
α(linkj)
=1

)b · P
(

E
α(linkj)
=0

)k−a−b
.

Assumev represents the possible value ofVi, and is an
integer ranging from 0 tok. An eventVi = v means that the
amount of bits set to 1 inBfaddress(x) of bfi(linkj) is v.
The probability of this event is given by Formula (9). Thus
proved.

Lemma 4: In the context of linear decaying model, the
metricθ(x, bfi(linkj)) is a discrete random variable, denoted
asVi. Its possible values are integers ranging from 0 tok. The
probability mass function ofVi is
(

k − θ(x, bfi)

v − θ(x, bfi)

)

· P
(

E
α(linkj)
=1

)v−θ(x,bfi) · P
(

E
α(linkj)
=0

)k−v
.

(10)
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(a) Valid gradient-based routing. (b) Invalid gradient-based routing.

Fig. 1. Illustrative examples of gradient-based routing.

Proof: In bfi, θ(x, bfi) bits in Bfaddress(x) remain
1 and otherk−θ(x, bfi) bits are reset to 0. The value of
θ(x, bfi) is given by Formula (7). According to the definition
of bfi(linkj), number ofα(linkj) balls will be thrown into
them bits of bfi randomly during the construction process of
bfi(linkj), whereα(linkj) = β(linkj)− θ(bfi). The number
of bits in Bfaddress(x) which are set to 0 inbfi but are
hit at least once after throwingα(linkj) balls into bfi is a
discrete random variable, denoted asQi. Its possible values
range from0 to k − θ(x, bfi). The probability thatQi = a is
(

k − θ(x, bfi)

a

)

· P
(

E
α(linkj )
=1

)a · P
(

E
α(linkj)
=0

)k−θ(x,bfi)−a
.

The bits being 1 inBfaddress(x) of bfi(linkj) includes
those bits being 1 inbfi and other bits set to 1 after throwing
α(linkj) balls intobfi. Therefore, the number of this kind of
bits is a discrete random variable, denoted asVi. Its possible
values range fromθ(x, bfi) to k. The probability thatVi=v
is equivalent to the probability thatQi=v−θ(x, bfi), and is
given by Formula (10). Thus proved.

D. Quantification of noise on unrelated routing entries

Before examining whether the second criterion can be
satisfied, we measure the strength of noise in unrelated routing
entries at any node for an arbitrary query.

For the gradient-based routing mechanism, a node receiving
a query for an itemx selectslinkj so thatbfi(linkj) contains
the largest amount of membership information ofx among
all the filters. In other words, the node receivingbfi through
linkj will send the query overlinkj if x belongs to a set
represented bybfi. Meanwhile, thenoiseat other links do not
affect the decision of routing and thus can be neglected. It is
the second criterionmentioned in Section I. Before examining
whether the second criterion can be satisfied, we should first
measure the strength of noise at any unrelated links for any
queries.

Given an itemx represented by abf and a nodeA receiving
bfi through its link linkj, let θ(x, bfi(link

′

j)) denote the
amount of information ofx in a routing entrybfi(link

′

j) at
another linklink

′

j. Given any Bloom filter, we user0 andr1
to denote the fraction of bits set to zero and one in it, and use
them as the probability that any one bit is set to zero and one,
respectively. If nodeA did not receive a decayed version ofbf
through the linklink

′

j, θ(x, bfi(link
′

j)) denotes the strength
of noise on the information ofx at that link, and is a discrete
random variable, denoted asY . Its possible value, denoted as

u, is an integer ranging from 0 tok. The probability mass
function ofY is defined as

P (Y = u) =

(

k

u

)

ru1 r
k−u
0 . (11)

Corollary 2: The expectation ofY can be calculated by

E[Y ] =
∑k

u=0
u× P (Y = u).

E. Examinations of the two criterion

In this section, we show that the existing gradient-based
routing mechanisms satisfy the first criterion under a reason-
able constraint, while have critical limitations to meet the
second criterion. Those gradient-based routing mechanisms
use the traditional designs of Bloom filters, as discussed in
Section III-C.

According to the first criterion mentioned in Section I, a
feasible mechanism of gradient-based routing should ensure
that the value ofθ(x, bfi(linkj)) increases together with
θ(x, bfi) wheni decreases. As shown in Fig.1(a), the value of
θ(x, bfi(linkj)) should increase along a pathE→C→B→A.
Such a criterion essentially determines the feasibility ofthe
gradient-based routing mechanism using Bloom filters. The
metric is a function ofi andα(linkj), but not a monotonic
decreasing function ofi becauseα(linkj) is a discrete random
variable with uncertain distribution. Under Lemmas 3, 4, and
a reasonable constraint onβ(linkj), we may derive Theorem
1 to show that thefirst criterion of gradient-based routing can
be satisfied.

Theorem 1:Given an itemx represented by abf , consider
two nodes receivingbfi and bfi+1 throughlinkj and link

′

j,
respectively. The expectation ofθ(x, bfi(linkj)) decreases as
the value ofi increases ifβ(linkj) ≈ β(link

′

j) andh0 ≤ i <
h0+h1, irrespective the exponential or linear decaying model.

Proof: After i rounds of decay,bf becomes a new version
bfi, the number of membership information ofx becomes
θ(x, bfi) from θ(x, bfi), andθ(x, bf)−θ(x, bfi) bits being 1
in bf are reset to 0 inbfi. For the linear decaying model,
Formula (7) shows that the value of metricθ(x, bfi) decreases
as the decay hopi increases. To constructbfi(linkj), number
of α(linkj) balls are thrown into them bits of bfi. The
probability that any bit in them bits is hit by at least one
ball is 1 − (1 − 1/m)α(linkj). Therefore, the number of bits
which belongs to thoseθ(x, bf)−θ(x, bfi) bits and are hit is

f1 =
(

θ(x, bf)− θ(x, bfi)
)

·
(

1−(1−1/m)α(linkj)
)

.

Actually, the number off1 bits and remainder bits being 1 in
Bfaddress(x) of bfi represent the membership information
of x in bfi(linkj). Hence, we can infer that

E(x, bfi(linkj)) = θ(x, bfi)+
(

θ(x, bf)− θ(x, bfi)
)

·
(

1− (1− 1/m)α(linkj)
)

.(12)

Note thatα(linkj) = β(linkj)−θ(bfi) and α(link
′

j) =

β(link
′

j)−θ(bfi+1). The difference betweenθ(bfi) and
θ(bfi+1) is trivial by comparing toβ(linkj) or β(link

′

j).
Therefore the component(1 − (1 − 1/m)α(linkj) in Formula
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(a) The existing gradient-based routing
mechanisms, wherem=2000, k=14, and
f=0.0001.
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(b) The gradient-based routing based on
Wader , wherem=60000 andk=16.

Fig. 2. The expected values ofθ(x, bfi(link)), θ(x, bfi), and noise, where
n=100, k=16, d=1.2, andh=5.

(12) becomes a constant factor sinceβ(linkj) ≈ β(link
′

j), and
can be denoted as0<g<1. Formula (12) can be expressed as

E
(

θ(x, bfi(linkj))
)

= (1− g)× θ(x, bfi) + g × θ(x, bf).

It is clear thatE
(

θ(x, bfi(linkj))
)

andθ(x, bfi) are mono-
tonic decreasing functions ofi if h0 ≤ i ≤ h0 + h1. Thus,
Theorem 1 holds in the case of the linear decaying model.
For the exponential decaying model, we first achieve the
expectation ofθ(x, bfi) according to Corollary 1, and replace
θ(x, bfi) with E

(

θ(x, bfi)
)

in Formula (12). For the same
reason, Theorem 1 also holds for the exponential decaying
model. Thus proved.

We further conduct simulations to evaluate the two criterion,
especially the second one, in the following two scenarios. The
simulations use the same configuration as that in Section IV.

In the scenario of existing gradient-based routing mecha-
nisms, the configuration of Bloom filter is defined in Section
IV-E. We can see from Fig.2(a) that the expected value of
θ(x, bfi(linkj)) is very close to that of noise and decreases
slowly as the decay hop increases. The root case is presented
in Sections III-C and IV-E. Consequently, the information
potential formed by each Bloom filter is very smooth, and
hence, cannot navigate queries by ascending the potential
field. Finally, the gradient-based routing is blinded to theright
routing decisions and has to forward the queries in a flooding-
like manner.

We address the root cause of the above mismatch between
the idea and the practical performance of gradient-based rout-
ing by proposing wader, a receiver-oriented design of Bloom
filters in the next section. In the scenario of wader, Fig.2(b)
shows that the expected value ofθ(x, bfi(linkj)) decreases as
the decay hop increases, whereas always significantly outper-
forms that of noise. Consequently, the information potential
formed by each Bloom filter works well to navigate queries
by ascending the potential field. This demonstrates that Wader
guarantees the correctness and efficiency of the gradient-based
routing. The next section presents the details of Wader.

III. F EASIBILITY OF GRADIENT-BASED ROUTING

Based on the above measurements, we first examine the
impact of noise on one-hop routing decisions of gradient-
based routing mechanism. We then derive the necessary and
sufficient condition of thesecond criterion, which guarantees

the feasibility of gradient-based multi-hop routing. We further
proposeWader, a novel design of Bloom filters, to satisfy this
condition. We also improve the adaptivity ofWaderin regular
as well as irregular networks and address redundant queries
caused by the gradient-based routing mechanism.

A. Impact of noise on routing decisions

Recall that Vi=θ(x, bfi(linkj)) denotes the amount of
information ofx in right routing link linkj at nodeA and is a
discrete random variable whose possible value, denoted asv, is
an integer ranging from0 to k. The probability mass function
of Vi is given by Formulas (9) and (10) for the exponential and
linear decaying models, respectively. In addition,Y denotes
the strength of noise in other unrelated routing linkslink′j at
nodeA and is a discrete random variable whose possible value,
denoted asu, is an integer ranging from0 to k. The probability
mass function ofY is given by Formula (11). Before a query
for an itemx enters the decay range of a destination node,
a routing decision is made randomly. As shown in Fig.1,
all routing decisions along a pathK→H→G→E are made
randomly. Otherwise, a routing decision is made according to
the following strategies.

1) The value ofu is less thanv for any unrelated routing
link link

′

j, so that nodeA can distinguishlinkj from
others and forward the query forx throughlinkj. This
is called anunicast strategy of gradient-based routing.
For example, a query towards nodeA is only forwarded
to nodeC by nodeE, as shown in Fig.1(a).

2) The value ofu is equal tov for some unrelated routing
links, however, is less thanv for others. In this condition,
nodeA cannot distinguishlinkj from other linkslink

′

j

where u=v, and hence forwards the query through
linkj and such links together. This is called amulticast
strategy of gradient-based routing. For example, a query
towards to nodeA is forwarded to nodeB as well as
nodeD by nodeC, as shown in Fig.1(a).

3) The value ofu is larger thanv for a link or links except
linkj. The strength of noise aboutx at such links is
higher than the strength of information aboutx at linkj.
Therefore, the query will be wrongly forwarded to a link
or links exceptlinkj. This is called aninvalid strategy
of gradient-based routing. For example, a query towards
to nodeA is wrongly forwarded to nodeD by nodeC,
as shown in Fig.1(b).

We will prove the probability of each aforementioned de-
cision in theory once a query enters the propagation field of
a destination. Note that each node hasc links averagely and
each is associated with a Bloom filter as its routing entry.

Theorem 2:A node forwards a query for an itemx using
theunicaststrategy if it receivesbfi from a destination of the
query. The probability of this event is

funicast(Vi)=
∑k

v=1
P (Vi=v) ·

(

∑v−1

u=0
P (Y =u)

)c−2

. (13)

Proof: Recall that the information ofx in the Bloom filter
associated withlinkj through which current node receivesbfi
is a discrete random variable, denoted asVi. Its probability
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mass function has been given by Formulas (9) and (10),
depending on the decaying model. For any possible valuev of
Vi where0 ≤ v ≤ k, consider an event that the information of
x in the Bloom filter associated with another link is less than
v. The probability of this event is given by

∑v−1
u=0 P (Y=u).

Further, we consider an event that the information ofx in the
Bloom filter associated with each link exceptlinkj and the
link the query came from is less thanv. The probability of this
event is given by(

∑v−1
u=0 P (Y = u))c−2. Thus, the probability

that the query is forwarded using the unicast strategy can be
calculated by Formula (13). Thus proved.

Theorem 3:A node forwards a query for an itemx using
the multicast strategy if it receivesbfi from the destination.
The probability of this event is

fmulticast(Vi) = fvalid(Vi)− funicast(Vi). (14)

Proof: Recall that the information ofx in the Bloom filter
associated withlinkj through which current node receivesbfi
from the destination is a discrete random variable, denotedas
Vi. Its probability mass function has been given by Formulas
(9) and (10), depending on the decaying model. For any
possible valuev of Vi where0 ≤ v ≤ k, consider an event
that the information ofx in the Bloom filter associated with
another link is less than or equal tov. The probability of this
event is given by

∑v
u=0 P (Y=u). Further, let us consider an

event that the information ofx in the Bloom filter associated
with each link exceptlinkj and the link the query came from
is less than or equal tov. The probability of this event is given
by (

∑v
u=0 P (Y=u))c−2. Thus, the probability that the query

can be forwarded successfully using the unicast or multicast
strategy can be calculated by

fvalid(Vi)=
∑k

v=1
P (Vi=v) ·

(

∑v

u=0
P (Y =u)

)c−2

. (15)

The probability that the query is forwarded using the unicast
strategy has been given by Formula (13). Therefore, we can
infer that the probability of the event defined in this theorem
is the difference between Formulas (15) and (13), that is given
by Formula 14. Thus proved.

Theorem 4:A node forwards a query for an itemx using
the invalid strategy if it receivesbfi from the destination. The
probability of this event is

finvalid(Vi) = 1− fvalid(Vi). (16)

Proof: As discussed above, the probability that queries
for x are forwarded successfully according to the unicast or
multicast strategy is given by Formula (15). It is easy to infer
that the probability of the event defined in this theorem is
given by Formula (16). Thus proved.

B. The necessary and sufficient condition for gradient-based
multi-hop routing

In the above Section, we have discussed the conditions of
unicast, multicast, and invalid strategies for one-hop routing
decisions. Only one of such strategies will be chosen to deal
with a query at each node. Theorems 2, 3, and 4 have proved
the probability that each strategy is chosen. Among the three
strategies, theunicast is a valid and desired gradient-based

routing mechanism. In this strategy, a query for an item
x is only biased at an intermediate node which receives a
decaying Bloom filter from the destination and is closer to
the destination than current node. The benefit of theunicast
strategy is that it can ensure the correctness of routing whereas
does not produce redundant queries (forwarding a query to
additional intermediate nodes). Themulticast is another valid
gradient-based routing mechanism at the cost of sending a
query to some neighbors which do not receive a decaying
Bloom filter from the destination. A gradient-based routing
decision isvalid if it ensures anunicastor amulticastrouting
decision by preventing aninvalid decision at nodes which
reside within the decay range of the destination.

Note that the gradient-based routing using Bloom filters is
essentially a probabilistic routing. Thus, it is impossible and
there is no need to achieve an absolutely valid routing decision
for each query. What we need is a valid gradient-based routing
decision for any query with high probability. For any query,
we can infer from Theorem 3 that the node which receivedbfi
from the destination of the query can make a valid gradient-
based routing decision with probabilityfvalid(Vi), and an
unicast routing decision with probabilityfunicast(Vi).

So far, we consider the valid gradient-based routing decision
in the scenario of one hop transmission of queries. In practice,
only potential destinations of a very few queries reside onehop
away from the sources of queries. Thus, we consider a general
scenario in which a query traverses multiple intermediate
nodes along a multi-hop path before it reaches its destination.
In this scenario, a query can be sent to its destination with high
probability only if each intermediate node achieves a valid
routing decision for the query with high probability.

Definition 4: (Gradient-based routing for multi-hop
queries) Given a multi-hop query, avalid routing can ensure
that the query is sent to its destination by a sequence ofvalid
routing decisions made at intermediate nodes once it entersthe
decay range of its destination. Anunicastrouting for the query
requires all unicast routing decisions at intermediate nodes. An
invalid routing for the query means that the routing decision at
any intermediate node is invalid. Figures 1(a) and 1(b) plota
valid and an invalid routing for a multi-hop query, respectively.

Let σ denote a lower bound, depending on applications, on
the probability that each query is sent to its destination bya
valid routing mechanism. According to Theorems 2 and 3, we
can infer that the necessary and sufficient condition of a valid
gradient-based routing mechanism for a multi-hop query is

∏h

i=1
fvalid(Vi) ≥ σ. (17)

If we further seek all unicast routing decisions, the necessary
and sufficient condition should be

∏h

i=1
funicast(Vi) ≥ σ. (18)

Recall that the expectation value of the metric
θ(x, bfi(linkj)) decreases as the value ofi increases as
shown in Theorem 1. It is easy to infer that

P (Vi=v) > P (Vi+1=v) for θ(x, bfi) ≤ v ≤ k, 1 ≤ i < h.
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On the other hand, the noise distribution is similar in Bloom
filters associated with neighbor links at each node. In sum-
mary, for any query,

funicast(Vi) > funicast(Vi+1) and

fvalid(Vi) > fvalid(Vi+1).

By now, Formulas (17) and (18) become Formulas (19) and
(20), respectively, if we replacefunicast(Vi) and fvalid(Vi)
with funicast(Vh) andfvalid(Vh), respectively.

(

fvalid(Vh)
)h ≥ σ. (19)

(

funicast(Vh)
)h ≥ σ. (20)

Inequality (19) or (20) acts as the necessary and sufficient
condition of a feasible gradient-based multi-hop routing.Note
that this necessary and sufficient condition is also hold fora
single-hop and gradient-based routing. In the remainder ofthis
paper, we will use inequality (19) or (20) to instruct the novel
design of Bloom filters to satisfy this condition.

C. Wader

In many distributed applications, all nodes are required to
adopt the same configuration ofm, k, and hash functions in
order to guarantee the compatibility and inter-operability of
Bloom filters. In this work, the union operation of decaying
Bloom filters requires the same configuration between all
Bloom filters. Thus, the initial and decaying Bloom filters of
each node should adopt the same configuration, and so does
the joint Bloom filter associated with each link. Many efforts
have been made to optimize Bloom filters [28], [29], [30], [31]
from different aspects. The common idea is to minimize the
false negative probability or the size of an individual Bloom
filter, which only represents all data at a single node.

Such efforts, however, don’t address the fact that each node
uses the union of all received decaying Bloom filters through
a link as a routing entry of that link. Although the fraction of
bits set to one in each individual Bloom filter might be low,
that in each routing entry becomes high due to the union of
many decaying Bloom filters. Thus, given a query for any item
at a random node, noise about the item in unrelated routing
entries is very likely equal to or even stronger than the useful
information in right routing entries. The above analytical
as well as experimental results in Section IV-E demonstrate
that the existing designs of Bloom filters fail to support the
gradient-based routing mechanism. To address this issue, we
propose a novel design of Bloom filters for each routing entry,
the union of many individual Bloom filters. The main idea,
called Wader, is to derive the optimal configuration of each
individual Bloom filter under the constraint of inequality (19)
or (20), so as to satisfy the second criterion of gradient-based
routing.

Besides the well-known metrics of Bloom filters (the num-
ber of itemsn, the size of Bloom filterm, and the number of
hash functionsk), the decay factord and decay rangeh are
two additional dependent factors which impose constraintson
inequalities (19) and (20).

Based on a given decaying model with parametersd andh,
we first calculateθ(bf) andθ(bfi) according to Formulas (1),
(2) and (3) for1 ≤ i ≤ h. Note thatθ(bf) is a function of
variablesm, n, andk, whereasθ(bfi) is a function of variables
m, n, k, andd. We then estimate the fraction of bits set to
one, r1, in each joint Bloom filter according to Formula (5)
andm, and finally obtain the distribution of noise strength at
each neighbor link based on Formula (11). Note thatr1 is a
function of variablesm, n, k, d, andh. Similarly, According
to Formulas (9) and (10), we can achieve the distribution of
information of any itemx in a joint Bloom filter associated
with a link through which a decaying Bloom filter is received
from a destination. We calculate the probability of anunicast
and avalid gradient-based routing decision by Formulas (13)
and (15) which are functions ofm, n, k, d, andh. Finally,
inequality (19) or (20) is used to restrict the value ofm, n, k,
d, andh under a constraint of the lower boundσ.

The parametersn, d and h should be assigned with ap-
propriate values with regard to several factors, such as the
topological properties, data distribution in the network,and
query popularity, etc. Many efforts have been made to inves-
tigate the data distribution and query popularity, depending
on applications. Thus, it is reasonable to assume that we are
givenn, d andh. In this case, inequalities (19) and (20) merely
depend on parametersm andk, and hence we can optimize
the number of hash functionsk to maximize funicast(Vh)
and fvalid(Vh). Accordingly, inequalities (19) and (20) can
be satisfied withm as small as possible. It is well-known that
a single Bloom filter is optimal whenk=(m/n) ln 2. Such an
optimal result, however, cannot ensure an optimal joint Bloom
filter. After optimizing funicast(Vh) or fvalid(Vh), we can
calculate the optimal value ofm andk by solving inequalities
(19) and (20), respectively. So far, the parametersm, k, d,
h, and n are configured. Consequently, these parameters of
each individual Bloom filter each node proposes can ensure
the fraction of bits set to one in each routing entry is low, and
hence the second criterion of gradient-based routing can be
satisfied.

D. Implementation issues with Wader

According to the design approach in Section III-C, the
parametersm, k, d, h, and n can be optimized to ensure
the second criterion of gradient-based routing in theory. With
those parameters, the number of bits set to 1 in any routing
entry can be calculated by Formula (5). The following practical
issues, however, directly affect the performance ofWader.
The distributions of node degree and received BFs through
every link are usually non-uniform. Thus, for the majority of
links, the number of bits set to 1 in a routing entry usually
does not equal to the estimated valuer1 × m. To make
Waderbe adaptive to dynamic network conditions, a practical
implementation way is to let each node monitor the number
of bits set to 1 in each routing entry. Once the number of
bits set to 1 in a routing entry exceedsr1 ×m, it denies all
the Bloom filters received afterwards. Such a method makes
inequalities (19) and (20) always satisfied, and hence ensures
the correctness and efficiency ofWader in practice.
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We use a regular graph to model a multi-hop network for
ease of mathematical analysis and presentation, the theoretical
design and practical implementation ofWadercan guarantee
the correctness and efficiency of the gradient-based routing
with high probability. We further reconsider the gradient-
based routing in more general networks such as random
networks and sensor/geographic networks. The basic ideas and
methodologies mentioned above also apply to other general
networks.

An intuitive way is to revise the analytical results in
Section II and the theoretical design ofWader in Section
III-C, given the average node degreec and the distribution
of node degree. This way, however, is very complex to derive
the desired analytical results. The second way is to borrow
the theoretical design ofWader for regular networks, whose
node degree is appropriated to the average node degree of an
irregular network. The evaluation results in Section IV show
that the second way can ensure the feasibility of gradient-
based routing with high probability. The root reason is that
the practical implementation ofWaderis adaptive to dynamic
network conditions, and can deal with the mismatch between
the topological properties of an irregular network and an
appropriate regular network.

In the case ofWader, the size of each individual Bloom
filter might be too large to represent items hosted by each
node. On the other hand, a Bloom filter a node proposes must
be diffused away as messages, so as to establish an information
potential. To reduce transmission size and save bandwidth,a
Bloom filter can be compressed before transmission. A Bloom
filter designed by existing approaches, however, cannot gain
any compression gain. The reason is that under good random
hash functions, each bit of Bloom filter is 0 or 1 independently
with probability 1/2 [32]. The Bloom filter designed byWader
can achieve high compression gain since each bit in it is 1 with
a lower probability than 1/2.

E. On redundant queries

Given a multi-hop query, the optimalm andk for the joint
Bloom filter which ensures inequalities (19) are not necessary
to guarantee inequality (20) sincefunicast(Vi) < fvalid(Vi)
under the samem andk. Therefore, the joint Bloom filter for
the unicast routing always consumes more bits than that for the
valid routing. The advantage of the unicast routing is that the
query does not traverse any nodes which do not participate the
routing path, and hence does not create any redundant query.In
contrast, thevalid routing consumes less bits than theunicast
routing, however, usually produces redundant queries due to
the potential use ofmulticastrouting decision. Those replicas
are sent along other paths deviating from the destination, and
are redundant. Here, we first examine the number of redundant
queries, and then tackle those redundant queries.

In the case of a multicast routing decision for a query at
a node receivingbfi, let Si denote the number of neighbors
to which the query is forwarded by the current node, except
the neighbor receiving abfi−1. On the other hand, the query
cannot be sent back to the neighbor it came from. In words,Si

measures the number of redundant queries produced by routing

a query at a node which resides within the decay range of a
destination. A multicast routing decision occurs if the query is
sent to at least one of the remainderc−2 neighbors. Therefore,
Si is a discrete random variable. Its possible values, denoted
ass, are integers ranging from 0 toc− 2.

Theorem 5:In the case of a multicast routing decision of a
query for an itemx, the probability mass function ofSi is

Pm(Si=s) =

(

c− 2

s

) k
∑

v=1

P (Vi=v) · P (Y =v)s ·

(

∑v−1

u=0
P (Y =u)

)c−2−s
(21)

Proof: Recall that the information ofx in the Bloom filter
associated withlinkj through which current node receivesbfi
is a discrete random variable, denoted asVi. Its probability
mass function has been given by Formulas (9) and (10),
depending on the decaying model. For any possible value
v of Vi where 0 ≤ v ≤ k, consider an event that the
information ofx in the Bloom filter associated with one link
exceptlinkj is less thanv. The probability of this event is
given by

∑v−1
u=0 P (Y=u). For any possible valuev of Vi, the

eventSi=s means that the information ofx in Bloom filters
associated withs links among thec−2 links is equal tov,
whereas that in Bloom filters associated with the otherc−2−s
links is less thanv. The probability ofSi under a givenv of
Vi is given by

(

c− 2

s

)

P (Vi=v) · P (Y =v)s ·
(

∑v−1

u=0
P (Y =u)

)c−2−s
,

and that under all possible values ofVi is given by Formula
(21). Thus proved.

So far, we only consider the eventSi caused by a multicast
routing decision. Actually, suchSi might also occur under an
invalid routing decision. That is, multiple links exceptlinkj
have the highest information ofx in their routing entries, and
hence the query are wrongly forwarded to such links except
linkj. We will discuss the probability mass function ofSi

under an invalid routing decision in Theorem 6.
Theorem 6:In the case of an invalid routing decision of a

query for an itemx, the probability mass function ofSi is

Pi(Si=s) =

(

c− 2

s

) k
∑

v=0

P (Vi=v) ·
k
∑

u=v+1

(

P (Y =u)s ·

(

u−1
∑

r=0

P (Y=r)
)c−s−2

)

. (22)

Proof: For any possible valuev of Vi where0 ≤ v ≤ k,
let consider the event thats of thec−2 links (not including the
link the query came from and the linklinkj) have the highest
information of x in their routing entries. The probability of
this event under a givenv of Vi is given by

(

c− 2

s

)

P (Vi=v)·
k

∑

u=v+1

(

P (Y=u)s ·
(

u−1
∑

r=0

P (Y=r)
)c−s−2

)

,

and that under all possible values ofVi is given by Formula
(22). Thus proved.
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We further considerSi in the case of a gradient-based
routing decision which covers the two independent cases we
discussed in Theorems 5 and 6, respectively. In this case, the
probability mass function and expectation value ofSi are given
by

P (Si = s) = Pm(Si = s) + Pi(Si = s) and

E[Si] =
∑c−2

s=1
s · P (Si = s).

So far, we only consider the variableSi in the scenario of
one-hop transmission of a query from a node receivingbfi to
a node receiving abfi−1. Here, we consider a general query
whose source node is out of the decay region of its nearest
destination. In this case, the query suffers number ofh one-
hop transmissions in the decay region of the destination, and
causes number ofE[Si] redundant queries due to a routing
decision for each transmission. The average number of such
kind of redundant queries caused by a multi-hop query after
it enters the decay range of its destination is given by

∑h

i=1

∑c−2

s=1
s · P (Si = s). (23)

Nodes receiving such kind of redundant queries take ad-
ditional computations for making decisions on routing those
queries. Although each query only produces a very few redun-
dant queries before reaching a destination as given by Formula
(23), these replicas can incur non-trivial negative impactif
they keep on propagating in the network. Fortunately, we find
that such redundant queries can be terminated after their first
transmissions with high probability as shown in Theorem 7.

Theorem 7:Given a gradient-based routing decision of a
query for an itemx at a random node, receivers ofSi resulting
redundant queries stop forwarding such queries with high
probability as given by

∑k

v=1
P (Ei

v|Ei) ·
(

∑v−1

u=0
P (Y =u)

)c−1

. (24)

Proof: Recall thatVi is a discrete random variable, and
denotes the information ofx in the Bloom filter associated
with linkj through which nodeC receivesbfi from a desti-
nation nodeA, as shown in Fig.1. For any neighbor nodeD
which does not receives abfi−1 from nodeA, let Ei denote
an event that nodeD receives a redundant query from node
C. Let Ei

v denote an event that nodeC forwards a redundant
query to nodeD since the noise strength at the linkC→D is
at least the same as a valuev of Vi.

The probability of the eventEi
v andEi is given by

P (Ei
v) = P (Vi=v) ·

∑k

u=v
P (Y =u) and

P (Ei) =
∑k

v=0

(

P (Vi=v) ·
∑k

u=v
P (Y =u)

)

.

Thus, it is easy to infer the conditional probability ofEi
v

givenEi is given by

P (Ei
v|Ei) = P (Ei

v)/P (Ei).

For any possible valuev of Vi where0 ≤ v ≤ k, consider an
event that the information ofx in the Bloom filter associated
with each link is less thanv at nodeD, except the link through
which a redundant query came from. This event means that the

gradient-based routing mechanism fails to find a neighbor of
nodeD which holds higher level of information aboutx than
v, and hence nodeD cannot keep on forwarding the query.
The probability of this event under all possible values ofVi

is given by Formula (24). Thus proved.

IV. PERFORMANCE EVALUATION

We implement Wader in a random network using the
approach proposed in Section III-D to demonstrate that only
Wadercan guarantee the feasibility of gradient-based routing.
The simulation settings are as follow. The node degree ranges
from 3 to 7 and the average node degree isc=5. The average
number of items hosted by each node isn=100. All Bloom
filters are decayed from the first round of propagation. That
is, h0=0. For a largeh0, we have to enlarge the value
of m to satisfy the same lower boundσ, which results in
unnecessarily higher space cost. Although we only report
the results under the exponential decaying model, the similar
results are achieved under the linear decaying model.

A. Effect of decaying operation on membership information

Assume the decay factor is set to bed=1.2 and the decay
range is set to beh=5, depending on a given application. Then,
we can derive that an optimal number of bits for each Bloom
filter is m=60000 and the number of hash functions isk=16
from the aspect of receiver. Given abf which represents a set
X , we have analyzed the amount of information of any item
x ∈ X in a decay version ofbf in Lemma 2. The possible
values of θ(x, bfi) are integers ranging from 0 tok=16.
Fig.3(a) shows the probability mass function ofθ(x, bfi) for
1≤i≤5 and noise. The results match well with Formula (8). As
we can see from the figure, when the possible value increases,
the probabilities ofθ(x, bfi) first goes up and then goes down
for 1≤i≤5. On the other hand, the probabilities ofθ(x, bfi) for
the large possible values decrease as the value ofi increases,
whereas that for those small possible values increase as the
value ofi increases. The experimental results exactly conform
to the analytical results.

Fig.3(b) shows the probability mass functions of noise and
θ(x, bfi(linkj)).The simulation results follow a similar trend
as the theoretical results given by Formula (9). As we can
see from the figure, when the possible value increases, the
probabilities ofθ(x, bfi(linkj)) first goes up and then goes
down where1≤i≤5. On the other hand, the probabilities of
the θ(x, bfi(linkj)) for the large possible values decrease as
the value ofi increases, whereas that for those small possible
values increase as the value ofi increases.

Fig.3(b) also shows that the expectation ofθ(x, bfi(linkj))
decreases as the decay hopi increases, and thus thefirst
criterion proposed in Section I is satisfied byWader. In
addition, the expectation ofθ(x, bfi(linkj)) is larger than that
of noise for 1≤i≤h. This reveals the reason why a node
holding bfi can forward a query for an itemx to a node
holding a bfi−1 with high probability, and thus satisfy the
second criterion proposed in Section I. On the other hand,
the simulation results conform to Theorem 1 in terms of the
expectation value ofθ(x, bfi(linkj)) for 1≤i≤h.
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Fig. 3. Probability mass functions ofθ(x, bfi), θ(x, bfi(link)) and noise,
wherem = 60000, n = 100, k = 16, d = 1.2, andh = 5.
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Fig. 4. Effect of the parametersk and d on the probability of an unicast
routing and a valid routing, wherem=60000, n=100, andh = 5.

B. Effect of decay parameters on the performance of Wader

Now we examine the effect of the parametersk andd on the
probability that each query is sent to its destination through
an unicast routing or a valid routing. As shown in Fig.4(a),
given a fixedm andd=1.2, k is the only dependent factor of
all four curves which follow a similar trend. They first ascend
as k increases and quickly reach the peak, and then descend
as k increases. The reason is thatθ(x, bfi(link)) and noise
strength increase for anyx and 1 ≤ i ≤ h as k increases,
andθ(x, bfi(link)) is more likely higher than noise relatively.
As discussed in Section III-C, inequalities (19) and (20) are
the benchmarks to optimize the parameters of Bloom filters.
Given a lower boundσ on the probability of an unicast routing
or a valid routing for each query, we can find the optimal
value ofk under each scenario. Similarly, we can achieve the
optimal k under varying value ofm, and can finally find the
global optimalk andm. As shown in Fig.4(a), there is minor
difference between the theoretical and experimental results.
The root reason is that we use a regular network to appropriate
an irregular network as discussed in Section III-D.

As shown in Fig.4(b), given a fixedm and k=16, the
probability of an unicast routing for any query decreases as
the decay factord increases in theory, and reaches almost
zero after the decay factor exceeds a threshold. The reason is
that θ(x, bfi(link)) and noise strength decrease as the decay
factor increases for∀x ∈ X and 1 ≤ i ≤ h, and the noise
strength is more likely higher thanθ(x, bfi(link)). We can
also see that the probability of the valid routing first decreases,
and then increases as the decay factor increases. It is worth
noticing that a small decay factor should be adopted in order
to ensure the unicast routing with high probability, although a
large decay factor can always guarantee the valid routing with
high probability. For a large decay factor, we have to enlarge
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Fig. 5. Probability of four types of routing decisions, where m = 60000,
n = 100, k = 16, d = 1.2, andh = 5.

the value ofk in order to satisfy the same lower boundσ,
which results in unnecessarily higher computation cost.

C. Performance of gradient-based routing with Wader

We examine the impact of noise on a gradient-based routing
decision when each node adopts an optimal Bloom filters
based onWader. A gradient-based routing decision for a
single-hop query can be valid (unicast or multicast) or invalid
under the interference of noise in unrelated links once the
query enters the decay range of a destination. The probabilities
of the aforementioned routing decisions have been proved in
Theorems 2, 3 and 4. Fig.5 shows the probabilities of those
routing decisions from aspect of both theory and practice.

We can see that the probability of an unicast routing deci-
sion decreases with the increasing of the decay hop, whereas
the probability of a multicast routing decision increases with
the increasing decay hop. The reason is that the expectation
value of metricθ(x, bfi(linkj)) decreases as the decay hop
increases. Thus, the noise strength is more likely higher than
θ(x, bfi(linkj)), and queries might suffer invalid or multicast
routing decision. Fig.5(c) shows that the probability of a valid
routing decision decreases as the decay hop increases. The
reason is that the negative effect of decreasing unicast routing
decision outperforms the positive effect of increasing multicast
routing decision. Fig.5(d) shows that the probability of an
invalid routing decision increases as the decay hop increases.

It is worth noticing that the probabilities of the unicast
and valid decisions for routing a single-hop query is high
for 1≤i≤h. Thus, a multi-hop query can reach a destination
through a sequence of valid even unicast routing decisions
with high probability. As shown in Fig.5, the curve of prac-
tical probability follows the same trend as the curve of the
theoretical probability for each type of routing decision.The



12

1 1.5 2 2.5 3 3.5 4 4.5 5
0

0.05

0.1

0.15

0.2

Decay hops

A
v

e
rg

e
 n

u
m

b
e

r 
o

f 
re

d
u

n
d

a
n

t 
q

u
e

ri
e

s

Experiment

Theory

(a) Redundant queries

1 1.5 2 2.5 3 3.5 4 4.5 5
0

0.2

0.4

0.6

0.8

1

Decay hops

P
ro

b
a

b
il

it
y

Experiment

Theory

(b) Termination probability

Fig. 6. Number of redundant queries and the probability thatthey will be
terminated by receivers, wherem=60000, n=100, k=16, d=1.2, andh=5.

practical probability, however, is larger than the theoretical
value for the unicast and valid routing decisions. In addition,
Waderachieves lower probabilities of the multicast and invalid
routing decisions than the theoretical values. The root reason
is that we use a regular network to appropriate an irregular
network as discussed in Section III-D. In summary, the theo-
retical and practical results demonstrate thatWaderguarantees
the correctness and efficiency of gradient-based routing for
multi-hop queries with high probability.

D. Design Effectiveness against redundant queries

A node possibly suffers the multicast or invalid decision,
and then sends very few redundant queries (according to
Formula (23)), to neighbors which deviate from the poten-
tial destination. We have proved the probability that such
queries can be terminated by receivers with high probability
in Theorem 7. As shown in Fig.6(a), the average number of
redundant queries caused by routing one query increases as the
decay hop increases in both theory and practice. As shown in
Fig.6(b), the termination probability of those redundant queries
by receivers decreases as the decay hop increases in theory
as well as in practice, but the termination probability still
remains at a high level in theory as well as in practice. Note
that the simulation results outperform the theoretical results.
Formula (23) provides an upper bound on the number of
redundant queries resulted from routing any query at a random
node. Formula (24) provides a lower bound on the termination
probability of any redundant query by a random receiver.
In summary, the practical results ofWader conform to the
theoretical analysis, and thus the negative effect of redundant
queries can be controlled at a low level. This is very helpful
to ensure the feasibility and usability of the gradient-based
routing.

E. Comparisons

In this section, we conduct extensive simulations to evaluate
the one-hop routing decisions of the gradient-based routing
using an existing design EDBF [18]. In our examinations,
n=100, d=1.2, and h=5. Recall thatf denotes an upper
bound on the false positive probability of the Bloom filter.
Given f and n, we can optimizek and m with m=⌈n ×
log(f)/ log(0.6185)⌉ and k=⌈(m/n) ln 2⌉ [33]. The experi-
mental results, as shown in Fig.7, demonstrate that an arbitrary
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Fig. 7. Probability of valid decision and flooding ratio at any node in the
case of EDBF, wheren=100, k=16, d=1.2, andh=5.

node always forwards any query to almost all of its neighbors
expect the one the query comes from, whenf ranges from
10−10 to 10−3. The fundamental reason is that the ratio of
bits set 1 in each routing entry is very close to 1. Thus, noise
in unrelated routing entries and the useful information in right
routing entries approximate tok. We have analyzed the root
cause of this result in Section III-C.

The message complexity of the gradient-based routing isn
for EDBF, and islogn or

√
n for Wader, wheren denotes the

network size,logn and
√
n denote the approximate diameter

in a random network or sensor/geographic network, respec-
tively. Actually, the gradient-based routing using existing
designs of Bloom filters deteriorate to the well-known flooding
mechanism. It is worth noticing that the termination rules of
redundant queries mentioned in Section III-E are not invoked
since it can terminate all query replicas and make queries fail
to reach any destination.

In contrast, the gradient-based routing usingWaderensures
that a query, which enters the decay range of a desired
destination, will be routed to the destination by a sequence
of unicast or multicast routing via the intermediate nodes.So
far, only Wadercan guarantee the correctness and efficiency
of gradient-based routing using Bloom filter with high proba-
bility.

V. CONCLUSION

We disclose the fact that the existing gradient-based routing
mechanisms deteriorate to a flooding-like mechanism and even
fail to route queries to the desired destinations. We address
this issue by deriving two criterion to ensure the feasibility
of gradient-based routing and proposing a novel design of
Bloom filters, called Wader, to satisfy the two criterion.
The evaluation results demonstrate that onlyWader ensures
the correctness and efficiency of the gradient-based routing
mechanism with high probability. In our future work, we
plan to explore the way to enhance the efficiency of routing
outside the decay region of the destination, by using a random
replication mechanism.
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