
Mutual Anonymity for Mobile P2P Systems
Jinsong Han, Member, IEEE Computer Society, and
Yunhao Liu, Senior Member, IEEE Computer Society

Abstract—Mobile Peer-to-Peer Networks (MOPNETs) have become popular applications due to their ease of communication and
resource sharing patterns in unfixed network infrastructures. As privacy and security are coming under increasing attention, many
mobile and ad hoc network protocols attempt to provide mutual anonymity for users. Most existing anonymous designs, however, are
path based, where the anonymous communications are achieved via a predetermined path. Such a design suffers from unreliable
delivery and high processing overheads and is not practical. We propose a scalable secret-sharing-based mutual anonymity protocol,
termed PUZZLE, which enables anonymous query issuance and file delivery for MOPNETs in ad hoc environments by employing
Shamir’s secret sharing scheme. We present the design of PUZZLE, analyze its degree of security and anonymity, and evaluate its
performance by comprehensive trace-driven simulations. Experimental results show that compared with previous designs, PUZZLE
achieves mutual anonymous communications with a lower cryptography processing overhead and higher degree of anonymity.

Index Terms—Mobile Peer-to-Peer, mutual anonymity, secret sharing.
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1 INTRODUCTION

A Mobile Peer-to-Peer Network (MOPNET) [1], [2], [3]
comprises a set of moving devices, called peers,

that are self-organized as an ad hoc network (without
any fixed infrastructure). MOPNET peers cooperate to
share resources with each other via short-range wireless
technologies such as IEEE 802.11, Bluetooth, or Ultra-
Wideband (UWB).

The requirements for both privacy and anonymity [4] have
becomeincreasinglyessential inmanyMOPNETapplications
recently. Achieving anonymity in MOPNETs allows a peer to
arbitrarily communicate with other nodes while its identity
cannot be determined by anyone. Anonymity usually
comprises three parts: initiator anonymity, responder anon-
ymity, and mutual anonymity (providing both the initiator
and responder anonymity). The initiator (responder) anon-
ymity protects the initiator (responder) from being exposed to
all other entities including the responder (initiator) during the
message delivery. Most previous works only provide the
initiator or sender anonymity. On the other hand, mutual
anonymity in MOPNETs often implies 1) initiator and
responder anonymity and 2) anonymous communication, in
which any other party cannot identify a pair of peers as
anonymously communicating with each other [5].

The past years have seen an increasing emphasis on
anonymity in the mobile ad hoc network (manet) literature
[6], [7], [8], [9], [10], including senders’ privacy protection,
anonymous routing, and tracing resistance. Those works,
however, barely meet the mutual anonymity requirement in
MOPNETs.

The majority of those approaches are path based: deliver-
ing messages over a number of predetermined untraceable
paths. The path-based techniques are inherited from wired
network environments such as Mix [11] and onion routing
[12]. In such a scheme, paths are encrypted using asymmetric
cryptographic algorithms, for example, RSA, and the
messages are encapsulated in a layered encrypted packet.
As illustrated in Fig. 1, a source node A utilizes a
predetermined path, for example, an onion route [12], to
deliver messages to a destination node D. Before delivery, A
collects the IP addresses and public keys of the intermediate
nodes B and C to form the layered encrypted packets. The
packets are embedded in the routing information of the
anonymous path. During transmission, the intermediate
nodes decrypt the received messages using their private keys
and seek the IP address of the next hop, like peeling a layer
from the received packet. Note that each intermediate node
only knows its direct predecessor and its direct successor.
This feature is guaranteed by using RSA algorithms. At last,
the destination node D receives the innermost layer of the
original packet and recovers the content of the message using
its own private key. In this procedure, no other node except A
has complete knowledge about the routing, content, and
source node of the delivered messages. Path-based ap-
proaches achieve high security and low traffic cost.

In most wireless scenarios, however, it is extremely
difficult in practice to guarantee the reliability of message
delivery via path-based approaches. The above argument
is derived from the following observations. First, the
predetermination of the anonymous path cannot guarantee
the reliable message delivery in the highly dynamic
MOPNET environment. Since all paths are constructed by
the source node, it has to probe the availability of nodes in
those paths. Second, even though the source node confirms
that those intermediate nodes are active before message
delivery, the paths are still undependable due to the mobility
of nodes in MOPNETs. When an intermediate node moves
out of range, the path will crash. Third, the paths should
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be periodically updated for security concerns. Otherwise,
adversaries are able to mount a set of attacks [13] to
compromise users’ privacy. The maintenance and update
overheads to support the anonymous paths are cumbersome,
especially for source-limited initiating nodes.

In addition, the processing overhead is often high due to
the usage of an asymmetric key cipher. A source node has
to conduct multiple encryptions with the public keys of the
intermediate nodes in the path, while each intermediate
node also needs to perform a decryption with its private
key upon receiving the layered encrypted packets. To
confuse the observer, all layered encrypted packets should
be padded with the same length. The additional overhead
limits the practical implementation of anonymity in manets.

In this work, we propose a mutual anonymity protocol in
MOPNETs, called PUZZLE. PUZZLE employs Shamir’s
Secret Sharing (SSS) scheme [14] to anonymously issue
queries and utilizes the Information Dispersal Algorithm
(IDA) [15] to achieve anonymous downloading. PUZZLE
leverages the broadcasting feature of manets to achieve
mutual anonymity. We introduce reasonable redundancy
into MOPNETs to enhance the reliability of this protocol.
The main advantages of our design include the nonpath-
based anonymous query issuance and file downloading,
reliable message delivery, high degree of anonymity, and
low cryptographic overhead compared with previous de-
signs. We evaluate PUZZLE by trace-driven simulations
and contrast its performance with existing approaches.

The rest of this paper is organized as follows: We discuss
the related works in Section 2. We introduce the system
model and tools in Section 3. We present the PUZZLE
protocol in Section 4 and analyze the degree of anonymity
and security of PUZZLE in Section 5. Our simulation and
evaluations are presented in Section 6. We conclude this
work in Section 7.

2 RELATED WORK

Many approaches have been proposed for anonymous
communication over the Internet [5], [16], [17], [18], [19],
[20]. The methods that provide anonymity are normally
categorized into two models: degrading broadcasting and
path-based forwarding. Most are designed based on crypto-
graphic measures, for example, the asymmetric ciphe
algorithm. The degrading broadcasting, borrowing the idea
of anonymous multicasting, broadcasts encrypted messages,
which can only be revealed by the desired receivers. The
drawback of those approaches is that they often incur huge
amounts of traffic into the network. The most representative
proposal is P5 [21]. To keep the broadcasting scope scalable,
P5 organizes all peers into different broadcasting channels
using a logic hierarchical tree. P5 also introduces noise
packets to maintain a fixed communication rate among the
peers in a channel to confuse traffic analyzers. Each message

is encrypted using the destination peer’s public key so that
only the desired receiver can recover the message. Although
P5 refines the broadcast channel size and avoids flooding
each message into the whole network, it is difficult to keep the
communication scalable in a large-scale P2P system. P5

requires an initiator to know the public keys of all possible
responders, which is a critical assumption in P2P systems.
Therefore, having the same features, other degrading broad-
casting based models are also inappropriate for P2P systems.

The path-based forwarding approaches construct prede-
termined paths for anonymous data delivery. The most
pioneering approaches are Mix [11] and onion routing [12].
The major difficulty is that the sender has to obtain a lot of
information about the middle nodes, including their
IP addresses, public keys, and so on. Specifically, APFS [22]
allows users to contact each other depending on untrusted
proxies via path-based techniques. Crowds [23] and
Hordes [19] employ probabilistic forwarding mechanisms
when delivering messages. Each intermediate node can
either forward a message to the destination or relay it to a
randomchosensuccessorpeer.MorphMix [18], Freedom[16],
Tarzan [5], and Tor [17] are all implemented based on onion
routing to provide anonymous services.

Regarding manets, recent anonymity efforts have mainly
focused on anonymous routing. ANODR [8] is the first on-
demand anonymous routing protocol in manets. ANODR
makes use of trapdoor information to guarantee that only
the receiver can open the encrypted message. The response
to a request is anonymized by using onion routing [12]. It
employs flooding to deliver the packets and symmetric key
cipher for achieving anonymity. However, the source node
has to know the ID of the destination node before routing
discovery. In this sense, the receiver reveals its identity to
the source node. MASK [10], mainly deployed on the
MAC layer, enhances anonymity by constructing a secure
and anonymous link between two neighboring nodes before
on-demand route discovery. As MASK needs a trusted
authority before system deployment, it is not suitable for
decentralized MOPNETs, in which there is no trusted third
party. MASK also has to reveal the receiver’s ID to the
sender in anonymous communications.

Other works in wireless networks are aiming to protect
specified peers such as the sink node [24] or location
privacy proposed by Panda Hunting [25]. Location-Based
Services [6] and Mix Zones [7] develop middleware services
to protect the user location information in manets and
wireless sensor networks. Those works do not focus on
mutual anonymity in MOPNETs.

PUZZLE has two main differences from previous ap-
proaches: 1) we employ a secret sharing scheme to enable
initiator anonymity P2P manets, which is beyond the
traditional path-based designs, most of which mainly use
onion routing based on predetermined secure paths, and
2) neither the initiator nor the responder needs to reveal
their ID or even a pseudonym to the other side. In contrast,
a sender has to know the receiver’s IP address or pseudonym
to form an onion path in most of the previous approaches.
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3 SYSTEM MODEL AND TOOLS

In this section, we introduce the tools and system model of
PUZZLE.

3.1 Secret Sharing Scheme
The objective of a secret sharing scheme is to share a secret
key among several participants and protect that key from
loss. In this scheme, a secret sender (or dealer) divides a
secret s into n pieces and distributes them to n participants.
Some or all of these pieces, called shares, can be pooled
together to recover the original secret. One of the most
popular secret sharing schemes is SSS [14]. SSS is a threshold
secret sharing scheme, which allows a subset T , containing no
less than t ðt < nÞ participants, to recover the secret. More
details of the SSS mechanism are available in [14]. Since the
polynomial interpolation of SSS algorithms is Oðnlog2nÞ, the
complexity of the Lagrange interpolation needed to recover
the secret is Oðtlog2tÞ [14].

3.2 Information Dispersal Algorithm
The drawback of SSS is that all of the shares are of the same
size jsj, where jsj is the size of the original secret. Thus, if
the secret is a large-size file, SSS is not efficient. In this
design, we use another splitting scheme, IDA, which was
first introduced by Rabin [15]. Similar to SSS, a ðt; nÞ IDA
intends to distribute a message s among n processors.
Meanwhile, the recovery of the information is available if
the collection of shares is up to t ð1 < t < nÞ. The key
difference between IDA and SSS is that the length of each
distributed fragment of IDA is jsj=t. Clearly, IDA is more
space efficient than SSS in splitting large files. IDA is
usually employed together with erasure code schemes [15].
As the basic IDA does not provide protection from
malicious parties for the data, we combine SSS and IDA
together as a Secret IDA (SIDA) [26] in this design.

3.3 System Model
For the simplicity of discussion, we assume the MOPNET is
deployed over a manet using IEEE 802.11. All wireless links
are symmetric, which means that if a node A is in the
transmission range of node B, B is also in the transmission
range of A. In addition, all the peers can broadcast data
packets to their neighboring nodes or directly send a unicast
packet to a particular neighbor via a MAC interface. To
keep anonymity in PUZZLE, peers can anonymously
broadcast a packet with a specific multicast address in
which all 1’s can be used as the source or destination
MAC address. In addition to employing PUZZLE, we also
assume that MOPNETs can still use AODV [27] for normal
packet routing.

PUZZLE focuses on unstructured decentralized MOP-
NET systems. In such systems, peers are interlinked with
their neighbors, forming an overlay network. Flooding is
usually used as the search method. A query is continuously
broadcast until a desired file is found or the query travels a
given number of hops. If a peer can provide the requested
object, a response message will be delivered back to the
source peer along the inverse of the query path, and a direct
download path is constructed between the downloader and
the source peer, as illustrated in Fig. 2.

4 PUZZLE PROTOCOL

In this section, we first give a brief overview of PUZZLE
and then present the details of this design.

4.1 Overview
The PUZZLE protocol rebuilds the basic query cycle to meet
the anonymity requirement. The brief flow of a new
anonymous query cycle is comprised of three phases: query
issuance, reply-confirm, and file delivery. At the very
beginning, each initiator employs the ðt; nÞ SSS and SIDA to
distribute a symmetric key and an encrypted query
message into n pieces of shares. These shares are flooded
thereafter in MOPNETs. After shares have been broad-
casted a certain number of hops, some peers, called agents,
collect at the least t different shares of one query. These
peers recover the query messages and start flooding the
original query in MOPNETs. If we perform flooding
without any constraints, each node would become an agent
without the traffic load being scalable. To decrease the
traffic load, PUZZLE performs a probabilistic flooding to
spread shares in MOPNETs. We detail the probabilistic
model in Section 4.2 and further discuss the parameter
selection in our simulation and evaluation part. A respond-
ing peer that is able to provide the requested file delivers
the response message to an agent through an onion path.
An agent peer uses SIDA again to generate shares from the
reply message and sends the shares back along the reversed
paths to the initiator. The confirmation message is also
delivered via an onion path, which is discussed in detail in
Section 4.3. Finally, the responder splits the file into
fragments using SIDA, and the fragments are delivered to
the initiator along the reversed paths. In this process, the
identities and sensitive information about the initiator and
responder are completely hidden.

PUZZLE leverages the AODV routing table. Each peer
holds entries for shares received from or sent to the neighbors.
As a result, the reversed sharepaths can be followed correctly.
In addition, a time-out scheme is introduced to remove
failed queries and keep the table size scalable.

In addition, query share delivery in PUZZLE is a little
different from the normal query process. Each peer that
receives a query share has two choices: anonymously
broadcasting this share to all other neighbors or just
forwarding it to a randomly chosen neighbor via unicast.
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The selection between broadcast and unicast is determined
based on a probability p, which is a system parameter
assigned to newly joining peers.

4.2 Anonymous Query
An initiator peer starts an anonymous query for a desired
file F by following two phases: 1) share generation and
2) share flooding/forwarding. We give an example in Fig. 3,
where initiator I employs (2, 3) SIDA to split a query into
three shares in the share generation phase and sends them
to three neighbors: N1, N2, and N3. After share flooding and
forwarding, peers P1, P2, and P3 recover the original query.
They flood this query, and eventually, this query reaches a
responder R. The detailed description about the two phases
is given as follows:

Share generation. The initiator I randomly selects a list
of neighboring peers N1; N2 . . . Nn. It generates a random
AES key Ks, which is used to encrypt f , the file ID or
name of F . To distribute the query message, I employs the
SIDA as shown in Fig. 4.

Meanwhile, I creates a sequence number sq to mark this
query. In addition, I creates a pair of RSA keys, public key
KIþ and private key KI�. Before sending these messages,
I embeds KIþ into those packets. For each share packet,
I also attaches a packet sequence number sp. Peer I
randomly chooses neighboring peers Ni and sends the
packet <shi; KIþ; sq; spi >, i…1; . . . ; n, to them, respectively.

Scalable share spreading. After the shares are sent from
I, they start to spread in the MOPNET. A potential issue is
that the shares may spread to all nodes in the MOPNET if
the moving hops of shares are not limited. This is
unnecessary and incurs a huge traffic cost to MOPNETs.
To solve this problem, we inherit the limited flooding
scheme in wired P2P systems to constrain the spreading
scope of each share. I randomly generates a TTL value for
each share to bound the traveling hops. The TTL is
decremented by one at each intermediate node. The initial
TTL values of shares are not necessarily identical. However,
the value is no larger than a maximum Cmax, which
represents the network radius in terms of hops.

Share flooding/forwarding decision. When each I’s
neighbor receives a new query share, it broadcasts the share
in the probability p, or forwards the share to a randomly
chosen neighbor in the probability ð1 � pÞ. For broadcast, the
peer Ni sets all bits of the MAC and IP addresses of the
source and destination as one. Otherwise, Ni simply forwards
the share packet to a randomly chosen neighbor except I.

For both broadcasting and forwarding patterns, any peer
keeps an entry of each share in its local routing table. When
shares are inserted into the system, each peer carries out the
same operations as above to process a received share. Each
peer marks those distinct shares with an identical sq
marked as an identical set. When the number of distinct
shares in a set exceeds t, the peer can recover the original
query. Our experimental results show that a careful
selection of the value of p would lead to a fast gathering
of the shares. Without loss of generality, we assume that P1
is one of the peers that collects an enough number of shares
to recover f by employing the algorithm in Fig. 5.

In PUZZLE, we mainly use AODV as the routing
protocol for the neighboring nodes to connect with each
other. Note that using AODV does not compromise the
anonymity. The routing table and data packets in AODV
include some fields such as “Destination,” “Source,” “Next
Hop,” and “Hop Count,” which reflect some information
about the network connections and may cause anonymity
concerns. The initiator and responder in PUZZLE, however,
cannot be located because AODV is used for the share
delivery among neighboring nodes, rather than directly
transferring a packet from the initiator to the responder.

Normal query flooding. When P1 obtains the
recovered f , it can flood the original query for I. P1 embeds
its IP address into the query message and then floods the
message in MOPNETs. Note that P1 is not aware of
I’s identity. In this situation, P1 becomes an agent peer
of I. Before flooding, P1 appends its public key to the query
message. This operation is for constructing an onion path in
the reply-confirm phase, which is explained in Section 4.3.
As illustrated in Fig. 2, the query message eventually
reaches the responder R, a peer that is willing to provide
the queried file.

Due to the query flooding, some peers may receive
replicated queries with an identical sq but different Pi (that
is, the peer receives replicated queries from different
anonymous agents of a given initiator). In this case, the
peer simply drops the query for the purpose of saving
network resources, which is a similar strategy adopted by
wired P2P systems to handle the query replication.

In fact, the first phase of PUZZLE has provided sender
anonymity for manets. If we do not need to protect the
receiver anonymity, the anonymous query mechanism of
PUZZLE is sufficient to protect the sender’s privacy. For
MOPNET users, we also need to provide anonymity in the
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entire query cycle, that is, anonymizing reply-confirm and
file delivery phases.

4.3 Reply and Confirm
In this phase, PUZZLE allows the responder and initiator to
exchange their reply and confirm messages based on onion
routing. As shown in Fig. 6, R anonymously delivers the
reply message to agent P1 via an onion path. P1 then employs
a SIDA scheme to return this reply to I, and I sends the
confirmed message through another onion path to R. The
details are given as follows:

Reply. For replying to I and obtaining a confirmed
message from I, R builds two anonymous paths in advance
based on a bidirectional onion protocol.

Forwarding path

FP … X; Y ; . . . P1; freply; RP; sqgKPþ
1

n o
; . . .

n o
KY þ

n o
KXþ

o
:

Returning path

RP … U; V ; . . . W; fR; fixmixgKWþf g; . . .f gKV þf gKUþ g;

where fixmix is the padding bits.
In MOPNET, each peer may receive a number of normal

query messages. Those messages are usually flooded by
some agent peers. PUZZLE allows each peer to temporarily
store the received query messages in a cache table. In this
table, each entry has a time stamp to record the receiving
time of the query message. More recent messages indicate
that the relevant agent peers are more likely to be active.
Therefore, R selects those peers with fresh time stamps
from the cache table to construct the onion paths. In this
way, the constructed onion path is much more reliable.

The reply message includes a description of provided
files. R delivers the packets through FP to P1. When the
reply packet reaches P1, P1 first decrypts the cipher and gets
the sq and file name. It then checks the sq in its local
routing table. P1 then integrates all received replies into a
single reply message InReply P1 and uses KIþ to encrypt it.
In addition, P1 employs a ðs; tÞ threshold SIDA scheme
ðs < tÞ to distribute InReply P1 to t shares and marks them
with sq and another sequence number sq P1, which
distinguishes reply shares from other agent peers. Then, P1
delivers those reply shares back along the virtual reversed
paths based on sq. Each intermediate node that receives a
reply packet first searches the sq in its routing table. If there
is an entry marked sq, the intermediate node delivers the
reply message to the peer who sent the corresponding query
message to it. If the corresponding query message was
received via anonymous broadcasting, the intermediate

node simply broadcasts the reply. If there is no entry
marked with sq, the intermediate node simply discards the
packet. All reply share packets eventually reach I.

Confirm. Upon s reply shares from P1, I recovers the
reply message InReply P1 from s reply shares. Generally,
there could be more than one agent peer of I. Therefore, I may
receive more than one reply from certain peers delivered
by those Pi, i … 1; . . . ; m. I picks one as a responder, for
example, R. I then creates a list L for all available agents Pi,
where L … fP1 . . . Pmg. In addition, I selects a number t0 < m
as the SIDA threshold for splitting the requested file. I sends
the packet embedded with the list L, t0, and KIþ to the
first peer that is appointed by the responder R on its
onion return path ðRP Þ. As shown in Fig. 6, I and R complete
the reply-and-confirm procedure anonymously.

4.4 File Delivery
Upon the confirm message, R delivers the targeted file F
to I. In this phase, R first splits F into fragments using SIDA
and then delivers them back along the reversed paths
marked by sq, which is shown in Fig. 7.

File splitting. After receiving the request-confirm packet
from the last onion peer in RP , R makes use of SIDA to split
the file into fragments, which is presented in Fig. 8.

R finally generates m split data fragment packets sh0
i for

m peers in L and marks the packet as a data type and labels
it sq. All information in list L is put into every packet as
well. After these steps, R randomly chooses its m neighbors
and sends the above packets (if R’s neighbors are less than
m, R can send some packets to the same neighbor).

Fragments delivery. Each peer who receives a fragment
packet randomly selects a peer d from L and forwards the
packet to it. Peer d then delivers the packet to the next peer
marked sq. The next peer would do the same operation
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until the data packet reaches some members of L. This peer
in L delivers the packet to I along some reversed paths.

File reconstruction. I keeps checking on the number of
sq-marked data packets it receives. When the number
exceeds t0, I recovers the desired file from the received
fragments by employing the algorithm in Fig. 9.

5 ANONYMITY AND SECURITY ANALYSIS

5.1 Anonymity
We first analyze the anonymity degree of PUZZLE for
different parties.

The initiator and responder. The probability for an
initiator (responder) to randomly guess the responder’s
(initiator’s) identity is 1=ðN � 1Þ, where N is the number of
nodes in thesystem.Thereplyof thequery is forwardedbythe
agentpeers. If theresponder isnot theagentpeer, its identity is
hidden by the onion path. With the onion path, the expected
number of path reformations required for c attackers to
determine the initiator is OððN=cÞ2Þ [28].

The middle nodes. In the query flooding path, the
middle nodes can be categorized into two groups: peers
who receive the shares and the remaining peers except the
initiator and responder. For the first group, the probability
of the members being able to correctly guess the initiator or
the responder is 1=ðN � 1Þ. Now, we discuss the situation of
the systems under attacks from collaborating malicious
peers. Suppose x is a malicious peer that is nearest to the
initiator, say, x is the fewest hops away from the initiator
among all attackers. Let pdðiÞ denote the probability of
existing i peers between the initiator and first malicious
peer x. The initiator itself occupies the zeroth position, N is
the number of total peers, M is the number of malicious
peers, and l is the path length of the channel between the
initiator and an agent peer that receives shares from x. S is a
subset of the whole system in which the peers get their
shares from the initiator.

We continue to use the same notations as in [23]. Let Hk,
k � 1, denote the event in which the first collaborator x on
the path occupies the kth position on the path, where the
initiator itself occupies the zeroth position (and possibly
others), and denote Hiþ … Hi _ Hiþ1 _ Hiþ2 . . . . Let I denote
the event that the initiator is just before x on the path.
Given this notation, we calculate the probability P ðIjH1þÞ,
that is, what is the probability that attackers correctly guess
the initiator identity?

Therefore, Hk, k � 1, which denotes the event that the
first adversary on the path occupies the kth position on the
path, is

Pr‰Hk� …
N � M

N

� �k�1

�
M
N

:

(Here, each peer is a malicious one with the probability
M=N .) Meanwhile, we use psðtÞ to denote the probability
that collaborating adversaries receive t different shares of a
ðt; nÞ SSS and pf as the forwarding probability. Here, the pf
is different from the flooding/forwarding probability p. We
consider pf as the probability that a node is willing to
forward the received share. In the MOPNET, some selfish
nodes may drop the received packets, as we will discuss in
Section 6.3. Thus,

Pr IjH1þ‰ � …
Xl

i…1

N � M
N

� �i�1

�
M
N

� pi�1
f � pdðiÞ � psðtÞ

�
M
N

�
1 � N�M

N

� �lþ1

1 � N�M
N

 !
jSj

N � 1

� �t

� 1 � 1 �
M
N

� �lþ1
 !

�
jSj

N � 1

� �t

:

The file is split into fragments when being delivered.
Even though an attacker could recover a file from the shares,
it cannot decrypt the content from the ciphertext without
the private key of the initiator. Suppose x0 is the malicious
peer that is nearest to the responder. The probability that
attackers correctly guess the responder’s identity is

Pr RjH1þ‰ � …
Xl0

i…1

N � M
N

� �i�1

�
M
N

� pi�1
f � pdðiÞ � pF ðt0Þ

�
M
N

�
1 � N�M

N

� �l0þ1

1 � N�M
N

 !
jFgj

N � 1

� �t0

� 1 � 1 �
M
N

� �l0þ1
 !

�
jFgj

N � 1

� �t0

;

where t0 is the threshold of ðt0; mÞ SIDA, pF ðt0Þ is the
probability that collaborating attackers receive t0 different
fragments for a ðt0; mÞ SIDA, Fg is a subset of the whole
system in which the peers get file fragments from the
responder, l0 is the path length of the channel between the
responder and an agent peer that receives the fragment
from the malicious peer x0, and pf is the forwarding
probability number of peers on the data packet transfer path.
In current large-scale MOPNET systems, all the probability
of exposure in the above cases becomes extremely small.

5.2 Security
PUZZLE employs encryption methods in both query
flooding and file delivery to achieve information security.
Malicious peers may cooperate to implement attacks.
PUZZLE makes such attacks difficult by the following
three operations:

1. The SSS scheme protects the initiators’ privacy with
perfect security.

2. The file split pattern of SIDA provides computa-
tional security to responders.

3. The cryptographic mechanism provides unlinkabil-
ity security for transferring data.

Definition 1. Perfect security is that given any t shares of a
ðt; nÞ secret sharing scheme, the polynomial is uniquely
determined to compute the secret s. On the other hand, given
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Fig. 9. Reconstructing a file from fragments.
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t � 1 or fewer shares, the secret can be any element in the field,
and hence, those shares cannot reveal any further information
regarding the secret.

Theorem 1. PUZZLE holds perfect security in share
distribution.

Proof. In the ðt; nÞ SSS scheme ðt < nÞ, given any t shares,
the polynomial is uniquely determined. Hence, the
secret s can be computed. On the other hand, given t �
1 or fewer shares, the secret can be any element in the
field. Thus, those shares do not supply any further
information regarding the secret [29]. If S0 is the secret,
for every k < t, let S1; . . . ; Sk be any k shares. Then,
PrðS0jS1; . . . ; SkÞ … PrðS0Þ. Indeed, we claim that the
share distribution procedure of PUZZLE holds perfect
secrecy. tu

Definition 2. A ðt; nÞ threshold scheme ðt < nÞ is computation-
ally secure if for any two secrets S0 and S00 and for any k < t,
the distributions on shares DðS0 : S0

1; . . . ; S0
kÞ and DðS00 :

S00
1 ; . . . ; S00

kÞ introduced by the scheme are polynomially
indistinguishable [30].

Definition 3. Two sets E0 … fXng and E1 … fYng are
polynomially indistinguishable if for every polynomial-time
algorithm, A and every c > 0, there exists an integer N such
that for all n � N

Pr AðXnÞ … 1ð Þ � Pr AðYnÞ … 1ð Þj j <
1
nc :

Theorem 2. SIDA achieves computational security.

Proof. We assume that there exist secrets s1 and s2 and an
algorithm A that can distinguish them from their
spaces S1 and S2 with a high probabil ity:
PrðaÞ … j PrðAðs1=S1Þ … 1Þ � PrðAðs2=S2Þ … 1Þj > 0:5.

Then, we construct another algorithm B that can
breach the polynomial indistinguishable encryption
algorithm E by distinguishing between Eðs1Þ and Eðs2Þ
in the probability

PrðbÞ … Pr B Eðs1Þ=EðS1Þð Þ � B Eðs2Þ=EðS2Þð Þj j:

If E0 … SIDAðEðs0ÞÞ … e0
1 . . . e0

n and X � E0, jXj < t,
we then get X1 and X2 from EðS1Þ and EðS2Þ and use A
to guess whether the secret corresponds to s1 or s2. B can
also output the same guess. If A guesses the correct result
with a probability of more than 50 percent, then B would
obtain the correct result with a significant probability:

PrðbÞ … Pr Bðe0=S0Þj j > 0:5:

We employ polynomial indistinguishable encryption
algorithms in PUZZLE. Therefore, we conclude that the
first assumption is nonexistent. In fact, the encryption
algorithms’ security ensures that the t � 1 fragments in X
give no more information than E. Further, there is
absolutely no information to reveal the secret without
more than t � 1 shares, as we prove in Theorem 1. tu

6 PERFORMANCE EVALUATION

In this section, we first define the performance metrics and
describe the simulation methodology. We then present our

observations on the distribution of shares so that we can
illustrate the relationship among the parameters such as
the flooding probability and the threshold of SSS. We also
present the response time of PUZZLE, compared with the
onion routing scheme. In addition, we investigate and
compare the success rate of transactions of PUZZLE and
onion-based schemes.

6.1 Metrics
In a P2P system, the QoS of a search depends on the number
of peers being explored (queried), the response time, and
the traffic overhead [31], [32]. Hence, the evaluation of
PUZZLE focuses on the following performance metrics:
redundant agent degree, traffic cost, response time, success
rate of transaction, and security overhead.

Redundant agent degree refers to the number of agent peers.
We are mainly concerned with two major issues here: the
number of agent peers and the number of peers receiving
shares. In PUZZLE, agent peers start normal queries after
successfully recovering a query message. We must guarantee
that there exist a number of agent peers to flood the query
for the initiator. For this reason, we are particularly interested
in the relationship between the protocol parameters and
the amount of qualified query agents. On the other hand,
it is obviously useless to query the same content too many
times, while this occurs if the number of the qualified query
agents is not carefully controlled. Hence, we need to
examine the distribution of shares in MOPNETs to guarantee
the search scope without too much overhead.

Traffic cost is one of the most important metrics on which
network administrators focus their concerns. In our simula-
tion, we count the packets used for anonymous query or
normal query flooding as the traffic cost of those procedures.

Response time is the parameter that is of concern for users.
We define the response time of a query as the period from
when a query is issued until the initiator receives the first
query hit from a responder.

Success rate of transactions is the proportion of success-
fully finished transactions. Such a transaction is a complete
query cycle including successful query issuance, reply,
confirm, and file downloading.

Security overhead is defined as the cost spent in the
encryption and decryption of RSA, AES, and SIDA in
PUZZLE.

6.2 Methodology
We evaluate PUZZLE by trace-driven simulations. The
underlying manet topologies are generated using CMM
[33]. The CMM is a recent wireless topology generating
tool, which is able to simulate both mobile scenarios and
social network features in manets. In our simulation, we
simulate a 50 km � 50 km area composed of 10,000 nodes.
The initialized positions of peers are generated using CMM,
and all peers self-organize into a manet. Over the manet, we
build a MOPNET overlay, and the topologies of this overlay
are obtained from the DSS Clip2 trace [34]. We predefine
the speed of each peer through CMM to enable the
mobility. The speed of the nodes are randomly generated
following the uniform distribution in the range 1 	 6 m/s.
At any given second, there might be a number of peers
moving out of the area tested and new nodes joining or
introduced. In the tested area, an ACTIVE_ROUTE_TIME-
OUT (ART) is set to 3 seconds for each link between two
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communicating nodes [27]. In our simulation, ART is a
constant value that reflects how long a route is kept in the
routing table of a node after the last transmission of a
packet on that route. To simulate the query cycle, a peer is
randomly chosen as the sender, and the potential respon-
ders that hold the targeted file are located according to a
Zipf distribution [35].

We also run the crypto software kits on a PDA, Dopod 830.
We find that the average processing speed of a 1,024-bit RSA
is 71.4 milliseconds per decryption or signature generation
and 5.1 milliseconds per encryption or signature verification.
We also obtain 63.8 Mbps as the AES speed and 13.1 Mbps as
the SHA-1 speed.

In MOPNETs, peers frequently join and leave. We
simulate the dynamic peer changes by assigning a lifetime
in seconds to every peer. The average of this value is
600 seconds [36]. The lifetime decrements by one after each
passing second. When a peer’s lifetime reaches zero,
it leaves in the following second. After a certain number
of peers leave the network, we randomly introduce the
same number of peers to the MOPNET.

6.3 Results
The redundant agent degree in PUZZLE is relevant to the
number of agent peers and the number of peers receiving
shares. The result is mainly dependent on the average
flooding probability p, the threshold ratio t=n of SIDA. To
guarantee that enough agent peers are involved in a share
query, an initiator has two options: 1) increasing the flooding
probability p and 2) decreasing the threshold ratio t=n.
Increasing p is effective but may incur too much traffic
overhead. On the other hand, for a given ðt; nÞ SSS or SIDA,
increasing the ratio of t=n requires more shares to recover
the original query, which potentially decreases the number
of agent peers. In our simulation, we record the number of
agent peers using different threshold ratios t=n or flooding
probabilities p. Figs. 10 and 11 plot the results and indicate
that in most cases, the flooding probability p can be less
than 0.5, and t=n is greater than 0.5. In a real MOPNET, it is
fairly easy to adjust these two parameters for specific
requirements. Our strategy is to minimize p and maximize
t=n, in order to generate traffic overload as little as possible
for share flooding while guaranteeing that there are
sufficient anonymous agents in MOPNETs. To do so, we
need to comprehensively select the proper p and t=n
according to the share distribution and traffic cost.

We then discuss the impact of p and t=n on the share
distribution. Each query cycle produces a different share
distribution in different average flooding probabilities.
After running 1,000 query cycles, we show typical distribu-
tions of the shares in the MOPNET. It is shown that raising
the flooding probability or lowering the threshold ratio both
lead to an increment in query scope. We choose two nodes
whose IDs are 273 and 258. They have 11 neighbors in the
topology. Figs. 12 and 13 compare their share distributions
with different flooding probabilities. Our experimental
results show that most distributions of shares about the
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Fig. 10. Number of agent peers versus threshold ratio.

Fig. 11. Number of agent peers versus flooding probability.

Fig. 12. Share distribution of node 273. (a) The number of distinct peers with shares from zero to five. (b) The number of distinct peers with shares
from 6 to 11.
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probability follow binomial distributions, as illustrated in
Figs. 12 and 13.

The results show that the optimal threshold ratio of t=n
in the ðt; nÞ SIDA approximately approaches ð1 � pÞ,
where p is the average flooding probability. In this scenario,
PUZZLE can guarantee enough agent peers (at least one but
no more than 10; see Figs. 10 and 11) and limit the traffic
cost to no larger than the normal query flooding. PUZZLE
allows peers to flexibly choose the threshold to balance the
trade-off between the number of agent peers and the traffic
cost. We may enlarge the number of agent peers and search
scopes by increasing p. However, it is hard to make the
query scalable by allowing all peers arbitrarily to choose
their individual p. Indeed, the traffic cost added by
PUZZLE is mainly caused by share flooding. We show
the average traffic cost of share flooding in Fig. 14. It is
obvious that the more the shares are split, the higher the
traffic cost is. In PUZZLE, either a low p combined with a
low t=n or a high p with a high t=n have the same effect in
generating the same number of agent peers. In Fig. 14, we
also compare the traffic cost of PUZZLE using different
settings with that of normal flooding. Based on the results
shown in Figs. 10, 11, 12, 13, and 14, we constrain p within
0.5 such that enough agent peers are obtained at a scalable
traffic cost level.

Fig. 15 plots the response time of PUZZLE. In this
experiment, the t=n is 0.7, and the p is 0.3. We see that the
response time of PUZZLE is about twice as much as that of

normal flooding queries, while onion-routing-based
schemes are about three times as much. There are two
reasons why PUZZLE outperforms onion-routing-based
schemes in terms of response time. First, the path failure of
onion-routing-based schemes causes a large number of
retransmission in MOPNETs, which enlarges the end-to-end
delay in message delivery. Second, the middle peers in
onion paths are randomly selected by initiators. The onion
path would be tremendously longer than the shortest path
between two communicating nodes, for example, the
initiator and its agent peer. In contrast, the agent peers are
placed on exactly the shortest path between the initiator and
agent peer. PUZZLE also obtains more than one agent peer,
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Fig. 13. Share distribution of node 258. (a) The number of distinct peers with shares from zero to five. (b) The number of distinct peers with shares
from 6 to 11.

Fig. 14. Traffic cost. (a) Traffic cost caused by 3-11 shares. (b) Traffic cost caused by 13-19 shares.

Fig. 15. Response time comparison.
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so the probability of agent peers being on the shortest path
between the initiator and responder is higher than that of the
onion-routing-based schemes.

Evaluated by using the success rate of transactions,
PUZZLE performs much better than the path-based
approaches. We compare the PUZZLE and pure-onion-
routing-based query cycles in Fig. 16. The dynamic rate
reflects the variety of links caused by peers’ mobility in
MOPNETs. We can see that the manet’s dynamics incur a

significant impact on the success rate of transactions,
especially when employing the path-based schemes. We
observe the change of success rate of transactions at
different distances in terms of hops between the initiator
and responder. The fixed path may fail at a high probability
due to ART expiration, which is mostly caused by the
mobility of nodes in MOPNETs. In Fig. 16, the transaction
success rate of onion-routing-based schemes degrades
sharply when enlarging the dynamic rate of MOPNETs.
In contrast, PUZZLE can leverage the redundancy ability to
mitigate the dynamic influence. Note that the reliability can
be improved by introducing some trusted and stable nodes
into MOPNETs. This definitely incurs tremendous manage-
ment overhead and is not suitable for the highly dynamic
and distributed MOPNETs.

We also investigate the reliability of PUZZLE under
unreliable manet environments. We introduce both selfish
and malicious peers to degrade the reliability of MOPNETs.
Their attacks are conducted under two scenarios. In threat
A, the selfish peers, which are named free riders, simply
drop the shares and query packets passing through them.
While in threat B, malicious peers start active attacks,
including hijacking, forging, or dropping all packets
passing through them. In this experiment, we consider
both of the attacks above.

At the beginning of each scenario, all peers work as a
“good” peer. With an increase in the number of malicious
peers, the success rate decreases correspondingly. In this
experiment, we set the dynamic rate of MOPNETs as 0.1,
and the average distance between the initiator and
responder is 10 hops. We observed the impact of attacks
from selfish and malicious peers to the success rate of the
transactions in Figs. 17 and 18. Our experiment result shows
that PUZZLE defends against most passive attacks and
active attacks before the proportion of malicious peers
reaches 60 percent.

The main security process of PUZZLE includes share
distribution and the reconstruction procedure, RSA encryp-
tion and decryption, and AES encryption and decryption. If
the average number of agent peers is m and the average
length of an onion path is r, we show the number of security
related operations among relevant peers in a complete
search procedure in Table 1. We can see that PUZZLE only
needs a small number of security-related operations, which
incur a very low security overhead.

7 CONCLUSIONS

We propose a mutual anonymity protocol, called PUZZLE,
for mobile P2P (MOPNET) systems. PUZZLE mainly
utilizes the SSS scheme and secure IDA to anonymize
query issuance and file downloading. We evaluate PUZZLE
by comprehensive trace-driven simulations. Compared
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Fig. 16. Reliability comparison.

Fig. 17. Under free-riding attacks.

Fig. 18. Under active attacks.

TABLE 1
Major Security Processes with Different Algorithms in PUZZLE
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