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Systematic Authentication Codes From Highly
Nonlinear Functions

Cunsheng Ding, Member, IEEE, and Harald Niederreiter

Abstract—Recently, highly nonlinear functions have been suc-
cessfully employed to construct authentication codes with and
without secrecy. In this paper, we construct four classes of system-
atic authentication codes from perfect nonlinear functions and
almost-perfect nonlinear functions. The systematic authentication
codes presented in this paper are either better than existing codes
or as good as the best codes known.

Index Terms—Almost perfect nonlinear functions, authentica-
tion codes, cryptography, Kloosterman sums, perfect nonlinear
functions.

I. INTRODUCTION

AUTHENTICATION codes are divided into two classes:
those with secrecy and those without secrecy. Authenti-

cation codes without secrecy are designed to authenticate trans-
mitted messages and transmitters. A subclass of authentication
codes without secrecy is formed by systematic authentication
codes. A systematic authentication code is a quadruple

where is the source state space, is the tag space, is the key
space, and is called an encoding rule; the sets , ,
and are assumed to be finite and nonempty. A transmitter and
a receiver share a secret key . To send a piece of informa-
tion (called source state) to the receiver, the transmitter
computes and puts the message
into a public channel. After receiving , the receiver
will compute and check whether . If yes, the
receiver will accept it as authentic. Otherwise, the receiver will
reject it.

Because the communication channel is public, there is the
risk that an opponent could deliberately observe or even disturb
the ordinary communication. In the authentication model intro-
duced by Simmons [12], an opponent is involved in addition to
the transmitter and receiver. We assume that the opponent can
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insert a message into the channel or substitute an observed mes-
sage with another message . Therefore, we consider two
kinds of attacks, the impersonation and substitution attacks. In
the impersonation attack, the opponent deliberately chooses a
message and inserts it into the channel, hoping that the receiver
will accept it as authentic. We use to denote the maximum
success probability of this attack. In the substitution attack, the
opponent observed a message and replaces it with a new mes-
sage , hoping that the receiver will accept the new mes-
sage. The symbol is used to denote the maximum success
probability of this attack.

In this paper, we assume that all source states are used equally
likely, and all keys are used equally likely. For all the authenti-
cation codes discussed in this paper, the mapping will
be one-to-one, hence, all encoding rules are used equally likely.
In the impersonation attack, the opponent wants to generate a
message so that the probability is
maximal, where and . Since the keys and source
states are equiprobable, the maximum probability of success of
the impersonation attack is

(1)

where denotes the cardinality of a finite set . In the substi-
tution attack, the opponent observes a message and
replaces it with another message , where .
Since the keys and source states are equiprobable, the maximum
probability of success of the substitution attack is

(2)

It is obvious that the opponent will choose certain messages
to enhance the probability of successful cheating. So the au-
thentication codes must be designed to deal with the worst case,
which means and must be as small as possible. However,
for systematic authentication codes we have the following lower
bounds on and [13, Ch. 10]:

and (3)

There are several approaches to the construction of authen-
tication codes without secrecy. They are mainly algebraic,
combinatorial, geometric, and coding-theory oriented. Re-
cently, highly nonlinear functions have been employed to
construct good and optimal authentication codes with and
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without secrecy [2]. In this paper, we use perfect and al-
most-perfect nonlinear functions to construct four classes of
systematic authentication codes which are better than the best
known codes or are as good as the best codes known with
comparable parameters.

II. PERFECT AND ALMOST-PERFECT NONLINEAR FUNCTIONS

Let be a function from a finite Abelian group of
order to another finite Abelian group of order .
Then is linear if and only if for all

. A function is affine if and only if , where
is linear and is a constant. Clearly, the zero function is linear.
If is a nonzero linear function from to , let

Then is a subgroup of , is a subgroup of , and
. In the case that is odd and is a power

of , the only linear function from to is the zero function,
since if , then is even, a contradiction to the fact
that is odd; thus, in this case all affine functions are constant
functions.

The (Hamming) distance between two functions and from
to , denoted by , is defined to be

One way of measuring the nonlinearity of a function from
to is to use the minimum distance between and

all affine functions from to . With this approach
the nonlinearity of is defined to be

(4)

where denotes the set of all affine functions from to
. This measure of nonlinearity is related to linear crypt-

analysis, but it is not useful in some general cases. For example,
as previously pointed out, in the case is odd and is a
power of , this measure makes little sense as there are no non-
constant affine functions from to .

A robust measure of the nonlinearity of functions is related
to differential cryptanalysis and uses the derivatives

. It may be defined by

(5)

where denotes the probability of the occurrence of event
and the probability is taken over . The smaller the value

of , the higher the corresponding nonlinearity of (if is
linear, then ). In some cases, it is possible to find the
exact relation between the two measures of nonlinearity.

It is easily seen [1, Sec. 3] that

(6)

This lower bound can be considered as an upper bound for the
nonlinearity of . For applications in coding theory and cryptog-
raphy we wish to find functions with the smallest possible .
A function has perfect nonlinearity if .

Known perfect nonlinear power functions from
GF to GF , where , are the fol-

lowing [10], [3]:

• ,
• , where is odd,
• , where , is odd, and .

It is also known that is a perfect nonlinear function
from GF to GF for odd .

We consider now mappings from GF to
GF , where is a prime. If , the minimum

possible value of is [1], for if the characteristic of the
field is , then any solution of the equation can
be paired with the solution . If , then the minimum
possible value of is . A function from GF to
GF is called almost-perfect nonlinear if , and
perfect nonlinear if . Perfect nonlinear mappings are
also called planar functions.

There are a number of classes of almost-perfect nonlinear
power functions from GF to GF [1], among them
is the permutation (with ). Several almost-perfect
nonlinear power functions from GF to GF , where

is odd, are also known [1], [9].

III. SYSTEMATIC AUTHENTICATION CODES FROM PERFECT

NONLINEAR FUNCTIONS

Linear codes constructed from the perfect nonlinear function
from GF to GF were used to construct authentica-

tion codes in [4], where is a power of an odd prime. Here, we
generalize the constructions using any perfect nonlinear func-
tion from GF to GF . Note that the constructions pre-
sented in this section work only when is odd, as perfect non-
linear functions are needed.

A. The First Construction Using Perfect Nonlinear Functions

Let be a perfect nonlinear function from GF to
GF , where is a power of an odd prime. Let
denote the trace function from GF to GF . The system-
atic authentication code is defined by

GF
GF
GF GF

(7)

where for any and

Here all the source states are equally likely and all keys in the
key space are equally likely. The mapping is a bijec-
tion from the key space to the encoding rule space (see the
Appendix for the proof). So all encoding rules are used equally
likely. In view of this, we can identify with . Here we sepa-
rate them for convenience.

We need the following lemma to obtain an upper bound on
the probability .
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Lemma 1: Let be a perfect nonlinear function from
GF to GF . For GF with
and for GF put

GF

Then

Proof: If and , we have
because is linear and surjective. Thus, the two inequali-
ties are true.

We now assume that . Let be a power of the prime
and let be a primitive complex th root of unity. Then for any
fixed GF and GF we have

if
if .

Hence,

For any nonzero GF , define

Since is odd, the complex conjugate is given by

On the other hand, since is perfect nonlinear, for any set
of , , and , we have

Then

Whence

(8)

It then follows that

and this yields the desired result.

Theorem 2: For the authentication code in (7) we have

and

Furthermore

Proof: In this authentication code any message is of the
format GF and a key
GF GF . By (1) we have

We now bound . If GF with
and GF , then by Lemma 1 we have

GF

(9)

Note that for
any fixed pair . It then follows from (9) that

GF

Let GF . By (2)

The remaining conclusions of this theorem are straightforward.
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Comparison With the Authentication Codes of [8]: In [8],
authentication codes with parameters

are constructed using exponential sums, where is an integer
with and is the characteristic of the finite
field GF . When , the codes are optimal and are
constructed using linear functions.

We now compare these codes for the case with our
authentication codes of Theorem 2. In the case , for the
subclass of codes in [8] we get the parameters

Our codes of Theorem 2 have parameters

and

So the of our codes of Theorem 2 is smaller. Thus, our codes
of Theorem 2 are better than this subclass of codes in [8].

Comparison With One Authentication Code of [4]: The au-
thentication codes constructed in this subsection have the same
parameters as one authentication code constructed in [4] from
an error-correcting code related to the function . The advan-
tage of the construction of this subsection is that it is generic
in the sense that it yields a new authentication code whenever a
new perfect nonlinear function is discovered.

B. The Second Construction Using Perfect Nonlinear
Functions

Let PG denote the -dimensional projective space
over GF . Then PG . As
before, let denote the trace function from GF to GF .
Let be a perfect nonlinear function from GF to GF .
The systematic authentication code is defined by

GF
GF
GF

(10)

where for any and

Here all the source states are equally likely and all keys in the
key space are equally likely. It is easily seen that the mapping

is a bijection from the key space to the encoding
rule space . So all encoding rules are used equally likely. Note
that the elements of are representatives from the points on the
projective line PG .

To give upper bounds on and , we need the following
lemma.

Lemma 3: Let be a perfect nonlinear function from
GF to GF . Let and be two different
elements of and let GF . Define

GF

Then

Proof: Let be a power of the prime and let be a prim-
itive complex th root of unity. Since and are
different elements of , , and are linearly inde-
pendent over GF . If , then
and cannot both be zero at the same time. By (8),

if
if .

(11)

We have then

where we used the first part of (11) in the last step. Using the
second part of (11), we get

The conclusion of the lemma then follows.
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We now study the security level with respect to the imperson-
ation and substitution attacks this authentication code provides,
i.e., the probabilities and .

Theorem 4: For the authentication code in (10) we have for

Furthermore

Proof: We first derive the upper bound on . Let
and . By (1)

By Lemma 1 we obtain

(12)

for all and GF . It follows that

We now prove the upper bound on . Let
and . By (2)

(13)

By (12)

(14)

By Lemma 3

(15)
The upper bound on then follows from (13), (14) and (15).

The remaining conclusions of this theorem are straight-
forward.

IV. AUTHENTICATION CODES FROM ALMOST-PERFECT

NONLINEAR FUNCTIONS

In Section III, we presented two classes of authentication
codes constructed from perfect nonlinear functions, and these
constructions work only when is odd, because there exist per-
fect nonlinear functions from GF to GF only in this

case. When is even, there are no perfect nonlinear functions
from GF to GF . However, we have almost-perfect
nonlinear functions for being even.

In this section, we use the almost-perfect nonlinear function
to construct two classes of systematic authentication codes

over GF , where is even. These codes are the counterparts
of the authentication codes of Section III and the best codes
known. Actually, in these constructions can be an arbitrary
prime power, but the main interest is in the case where is a
power of .

In the following two subsections, the function

GF GF

takes on the value zero when , and otherwise .

A. The First Class of Authentication Codes From

Let denote again the trace function from
GF to GF . The systematic authentication code is
defined by

GF GF
GF

GF
GF GF

(16)

where for any and

Here all the source states are equally likely, and all keys in the
key space are equally likely. It is easily seen that the mapping

is a bijection from the key space to the encoding rule
space . So all encoding rules are used equally likely.

Let be a nontrivial additive character of GF and sup-
pose GF are not both zero. Then the sum

is called a Kloosterman sum.

Lemma 5: [11, Theorem 5.45] If is a nontrivial additive
character of GF and GF are not both zero,
then the Kloosterman sum satisfies

Lemma 6: Let GF and GF .
Define

GF

Then
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Proof: Let be a power of the prime and let be a prim-
itive complex th root of unity. We have then

where is a nontrivial additive character of GF . Since
and , by Lemma 5 we obtain

The conclusion of the lemma then follows.

Theorem 7: For the authentication code in (16) we have

and

Furthermore

Proof: Similarly as in the proof of Theorem 2, it can be
proved that .

We now derive the upper bound on . By (2) we have

(17)

where , , and . As in the
proof of Theorem 2, we see that

GF

For any GF and GF , let
denote the number of solutions GF

of the equation

(18)

We now prove that

(19)

if , .
Suppose that and . Setting ,

we observe that (18) has the same number of solutions as the
equation

(20)

Using the substitution , we see that the
number of solutions of (20) is at most two plus the number of
nonzero solutions GF of the equation

(21)

which is at most by Lemma 6. Thus,
(20) has at most solutions. This
proves (19) under the conditions that and .

If and , then

which is a permutation of GF . Thus, we clearly have

in this case.
Similarly, one proves the inequality

GF

if GF , GF , and GF .
The upper bound on then follows from (17) and the dis-

cussions above.

Comparison With the Authentication Codes of [8]: In [8],
authentication codes with parameters

are constructed using exponential sums, where is an integer
with and is the characteristic of the finite field
GF .

In order to compare the codes of [8] with our codes, we set
and , and then obtain a subclass of codes of [8]

with parameters

Our code in (16) has the same parameters as this subclass of
codes of [8], except the probability . It is easily checked that
the for our code is smaller than that for this subclass of codes
of [8] when . Thus, our authentication codes are better
than the subclass of codes of [8] when .

B. The Second Class of Authentication Codes From

Let denote again the trace function from
GF to GF . The systematic authentication code is
defined by

GF
GF
GF

(22)

where for any and

Here all the source states are equally likely and all keys in the
key space are equally likely. Again it is easily seen that the map-
ping is a bijection from the key space to the encoding
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rule space . So all encoding rules are used equally likely. In
view of this, we can identify with . Here we separate them
for convenience. Note that the construction of the code in (22)
is of the same form as the one of (10) except that here we use
the almost-perfect nonlinear function , while in (10) is a
perfect nonlinear function.

Lemma 8: Let GF GF , and
let GF . Define

GF

If , then

Proof: Let be a power of the prime and let be a prim-
itive complex th root of unity. Define if

and if . We have then

where is a nontrivial additive character of GF . Since
and by assumption, and

cannot both be zero at the same time. By Lemma 5
we obtain

The conclusion of the lemma then follows.

We now study the security level with respect to the imperson-
ation and substitution attacks this authentication code provides,
i.e., the probabilities and .

Theorem 9: For the authentication code in (22) we have for

Furthermore

Proof: We first prove the upper bound for . If
, then the mapping is a permutation

of GF . So takes on all elements of GF the
same number of times. In this case

If GF , then by Lemma 6 we obtain

Hence, by (1) we have

We now derive the upper bound on . By (2)

(23)

By Lemma 6

(24)

By Lemma 8

(25)

The upper bound on then follows from (23), (24) and (25).
The remaining conclusions are straightforward.

V. CONCLUDING REMARKS

The authentication codes presented in Sections III-A and
III-B are the best codes known. The two constructions are
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generic in the sense that any new perfect nonlinear function
will yield new authentication codes. The authentication codes
of Sections IV-A and IV-B may be viewed as counterparts of
the codes of Sections III-A and III-B.

The codes of Sections IV-A and IV-B are obtained from the
almost-perfect nonlinear function . Note that properties of
these codes are obtained from results on Kloosterman sums.
Thus, it is open question whether codes from other almost-per-
fect nonlinear functions can provide the same level of security.

The trace function from GF to GF is a linear func-
tion with respect to the additions of the two finite fields. How-
ever, it is a function from GF to GF with op-
timal nonlinearity. Note that the nonlinearity of a function from
an Abelian group to another Abelian group is
relative to the pair of operations of the two Abelian groups. Al-
though the constructions of authentication codes with secrecy in
[5] and [6] use only trace functions, they could be viewed as con-
structions of authentication codes using functions with optimal
nonlinearity. The constructions in [5] and [6] are different from
those of this paper because the authentication codes in [5] and
[6] have secrecy, while those of this paper do not have secrecy.

Reference [4] considers constructions of authentication codes
using error-correcting codes, and does not mention perfect and
almost-perfect nonlinear functions at all. However, one class of
error-correcting codes considered in [4] is constructed from the
function , which has perfect nonlinearity. Hence, the first con-
struction in Section III-A of this paper is a generalization of one
authentication code of [4]. In fact, the authentication code con-
structed from in [4] is just one code in the family of authen-
tication codes of Section III-A of this paper.

Systematic authentication codes have at least five parameters:
, , , , and . Two systematic authentication codes

may be compared in terms of goodness only when at least three
of the five parameters can be fixed to be the same, respectively.
Thus, in most cases it is impossible to compare two authentica-
tions codes and tell which one is better. We wish to clarify this
point further with error-correcting codes.

Given two error-correcting codes over GF with parame-
ters and , we know that they have the
same codeword length . The two codes have dimensions
and , and minimum distances and , respectively. The
first code has bigger dimension, but smaller minimum distance.
In this case, we may not be able to compare them and tell which
one is better.

APPENDIX

In this appendix, we prove that the mapping defined
in the first paragraph of Section III-A is one-to-one.

Suppose that , where

GF GF

and

GF GF

We now prove that . Because , we have

(26)

for all GF GF , where

Set , then by (26) we have that and
further that

(27)

for all GF GF . Put , then by (27) we
have that

for all GF . Hence, .
This completes the proof of . Thus, the mapping
is a one-to-one mapping.
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